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1 TANY3b BUKOPUCTAHHA

LUen crannapT ycraHOBMNIOE TEPMIHW Ta BUIHAYEHHA NOKATHL y chepl
TEXHIYHOro 3axucTy m¢opmawl (T31).

Tepminu, pernaMeH‘mBam Y UbOMY cranfapri, o6oB'A3k0BI ANA 8K-
KOpUCTaHHA B YCD( sruaax opramsawunm Ta Hopmameuo: noxymemaml
a Takox Ans poﬁir 3i cTaHaaprusauil i pexoMeHAoBaHi AN BUKOPUCTAH-
HA y AOBIAKOBIA Ta HABYANLHO-METOAWYHIR NITEPATYPI, WO HaNexXuTs A0
chepu TEXHIYHOMO 3aXUCTy indopMauii.

Tepminn crangapty € 0DOB'A3KOBUMM ANA BUKOPUCTaHHA nignpu-
€EMCTBaMM Ta ycTaHoBamMu ycix GopM BNACHOCTI | NiANOPAAKYBaHHS, Ipo-
MaasHamun-cyd’exTamu NiANpUeEMHULILKOI AIAALHOCTI, MiHiCTepcTBamMu (Bi-
AOMCTBaMMW), LUEHTpPa/ibHUMW | MICUEBUMW OpraHamy gepXxasHo) BUKOHAB-
4oi BNagu, BINCLKOBUMU YacTUHaAMK YCiX BiicbkoBux GopmyBaHb, Npef-
CTaBHUWLTBaMy YKpaiHU 3a KOPAOHOM, SKi BONOAIIOTH, BUKOPUCTOBYIOTL Ta
pPO3NOpPALXaloTheca iHGOopMAaLIEID, WO CTAHOBUTL AEpPXAaBHY M iHWY ne-
penbayeHy 3aKOHOM TaeMHWUW abo € KoHpiIaeHuirHOW iHGOopMAaLLiElD,
SIKA HANEXUTb AepXaBi.

Buaauun odluiiine
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2 OCHOBHI NONOXEHHA

2.1 Ana KOXHOro fOHATTA BCTAHOBNEHO OAWUH CTaHAapTW30BaHUN
TepMiH. TepMiHN-CMHOHIMK NOAaHO AK AO0BIAKOBI, BOHW HE € CraHaap-
TU30BaHUMU.

2.2 VYaara B KpyrNi AyXKM YacTuHa TepMmiHa moxe Oyt onyiuueHa
B pa3i BUKOPUCTaHHs TEPMiHA B JOKYMEHTax 3 TEXHIHHOIo 3axucTy iH-
¢opmaiiii. Mo3HAYKY, WO BKA3yE Ha ranysb 3acToCYBaHHA GararosHaw
HOrO TepMiHa, NOAAHO B KPYFAKX AYXKAX CBITAUM WwpudTom, fAiChs Tep-
miHa. No3Havka He € 4ACTUHOIO TEPMIHA.

2.3 Y pasi HeoOBXigHOCTI noAaHi BU3HAYEHHS MOXHA 3MIHIOBATH,
BBOASIYM [0 HUX NOXIAHI O3HAKN 3 YTOUHEHHAM 3HA4EHHS BXMBAHUX Tep-
MiHIB. Y BMNAZKax, KONU B TEPMiHi MICTATLCA BCi HeobXxiHi W JoCTaTHi
03HAKK NOHSATb, 3AMICTb IXHbOrO0 BM3HA4YeHHA NOCTaBNEHO PUCKY.

24 Y cTaHgapti SK 0BIAKOBI NOAAHO NEPeKnaan TepMiHiB aHrii-
CbKOIO (en) Ta poCHICHKOIO (ru) MOBaMW, BU3IHAYEHb — POCIHCHKOIO MOBOIO.

2.5 YV crangapri HapeaeHo aBeTKoBUW NOKax4nk TepMiHiB ykpaid-
CbKOIO MOBOIO Ta aDeTKOBi NOKAXYNKKM BHIAIMCLKUX Ta pPOCIMCbKMX ne-
pexnagis TepMiHiB.

2.6 CranpapTu3oBaHi TepMinu HabpaHno hanisrpybum wpuprom,
ixHi KOpOTKi thopmu, nopaHi abpesiaTypolo, — NPAMUM CBITIIUM, a Ch-
HOHIMK — KYPCUBOM.

3 HOPMATHMBH! NOCUJTAHHSA

Lle?d cTaHAapT MICTUTL NOCWAAHHA HAa cTaHAapt
ACTY 2226—093 ABTOMaTM30OBAHI CUCTEMW. TEPMIHK Ta BU3HAYEHHA

4 BUAWU IHOOPMALII, AKI NIANATAIOTD
TEXHIMHOMY 3AXWUCTY

4.1 indopmauina en Information

BinomocTi npo cyb’extn, o6'ek-  ru  {uHdopmaumn

TV, ABULLA Ta MpoUECU Ceepenun 0 cybbekrax, obbvek-
(ACTY 2226) Tax, ABNEHUSX W Mpoleccax)
4.1.1 inpopmauin 3 obmexe- en limited access information
HUM [LOCTYTIOM ru  (vHoOpMauma ¢ OrpaHu4eHHbIM
Inpopmatsia, Npaso AocTyny /o JOCTYNOM

akoi 0OMeXeHO BCTaHOBAEHU- Undopmauua, Nnpaso oocTyna K
MW 0IPABOBAMMW HOpPMaMW i (1K) KOTOPOW OrpaHUyeHO YCTRHOB-
npasunamu NeHHbIMUA NPaBOBHIMKM HOPMAMU

U {wnn) npasunamn)



4.1.1.1 raemHa indopmanin
iHbopmauina 3 obmexeHnm Ao-
CTYNOM, RKA MICTUTb BIJOMOCTI,
WO CTaHoBNATL AepxasHy abo
iHwy nepenbayeHy 3aKOHOM
TAEMHUALLO

4.1.1.2 xondigenyinna in-
dopmaunin

lupopmauin 3 obmexeHum fo-
CTYNnom, AKOK BOAOMIIOTh, KO-
PUCTYIOTLCA M POINOPALKA-
10TLCA OKpeMi PianyHi Yu 1opu-
AvyHi ocobu abo pepxasa i
NoPSAOK A[ROCTYNY A0  §KO(
BCTAHOBIOETHLCH HUMU

en
ru

an
ru

S5 3ArPpO3A AnNs

5.1 surik indopmanil
HekouTponoboBaHe nNOWIMPEHHR
iHpopMauil, aKke nNpU3RoANTL
A0 T HECANKUIOHOBAHOIO oaep-
XaHHA

5.2 nopyweHHs UiNIiCHOCTI iH-
dopmauii

CnotsopeHnst  iHdopmauii, i
pyiinysanHa abo 3HMeHHs

5.3 Gnoxysauna iHdopmauil
YHEMOXNNBNEHHN CaHKUiOHO-
BaHOTo AOCTYry Ao inpopmaiii

en
u

an
ru

en
ru
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secret information

(cekpeTtHan uHdopmaLms
Undopmaumns ¢ orpaHuveHHbIM
DOCTYFIOM, KOTOpas CoAepXwy
CBeZleHnsl, COCTaBNAoWMNE ro-
CYAapCTBEHHYIO WU UHYIO Npe-
NYCMOTPEHHYIO 3aKOHOM TawuHy)

confidential information
(xoHpnaeHuManbHan
maims

Undopmaumns ¢ orpaHu4eHHbLIM
ROCTYTIOM, HEXORMIANACS BO Brae-
HUM, NONLIOBAHUM WNKU PACNIOPA-
XEHUK OTAENLHLIX PU3INYECKUX
WM 10DHANHECKAX i MO0 rocy-
AapcTBa M NOPRAOK AocTyna K
KOTOPOW YCTaHABAWBAETCA UMW)

nHdop-

IHOOPMALH

information leakage

(yreuka nHdopmaummn
HexoHTponupyemoe pacnpocrt-
paHeHne wuHdOpMaLMK, KOTO-
poe BeAeT K €€ HeCAHKUWOHWU-
POBaHHOMY MONYYEHUIO)

information integrity violation
{(HapywieHne UenocTHOCTU WH-
dopmaumnmn

UckaxenHne wHopmaumn, ee
paspyweHne nav yHu4ToXeHue)

blocking for information
(6Gnoxmposka uHpopmaiLun
UckmoueHne - BOIMOXHOGCTW
CAHKUMOHKPOBAHHOTO AOCTYNA K
nHdopmMaumn)
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5.4 3arpo3a ana ingopmauii
Butik, MoxnusicTs GnokyBaHHA
ab0 NOpPYWeHHA UWiniCHOCTI iH-
dbopmanii

NMpwalrka. 3arposa Ana IHpopmMa-
uil mMoxe 3IQHACHIOBATUCA MY “ac
3aCTOCYBAHHS  TeXHiYHuX 3acobis
YU TEXHOAONNW, HEQOCKOHANMX WO-
A0 3axucTy HbapMal

5.4.1 monens 3arpos anm iH-
dopmanil

PopmaniaoBaHUi ONUC MeTO-
AiB Ta 3acobiB 3niiCHEHHA 3a-
rpoa anst indopmadlil

5.5 pocryn ao indopmanyil
(T3I1)

MoXnuBicTb ogepxaHHAa, 06-
pobneHHa iHpopmauii ra (yu)
NOpyLWweHHs 11 WAICHOCTI

5.6 HecaHkilioHOBaHMH [Ro-
ctyn {no indopmauil); HC/]
Jocryn ao indopmauii, 3a sKo-
FO NMOPYLIYIOTLCSt NOPAROK HOTO
3QIRCHEHHN | BCTAHOBNEHI npa-
BOBi HOPMH

5.7 3aknanHMW TNIPUCTPIN;
zaxnagka (T3l)

MoTak BCTAHOBAIOBAHKWW TEX-
HiyHu# 3aci®, skl cTBOpOE
3arpo3y ans iHdopmaui

en
ru

en
ru

en
ru

en

Tu

en
ru

threat to information

(yrposa ana undopmaummn
YTeuka, BOIMOXHOCTb OROKn-
POBAHWUA KNU HAPYLWWEHUA Ue-
NOCTHOCTU MHGOpMaAUNU
Npumeuanwe. Yrpo3a ana wrdop-
MALUK MOXET OCYWIeCTRAATLCA NPU
NPUMEHEHUN TEXHUNECKWX CPEeAcTs
M TEeXHONOIrWi, HeCoBepLEHHbIX B
OTHOWEHUWW 3AWKTH UHDOPMaL M)

model of threats to information
(mogen yrpos ans uHdopma-
LMK

dopmanusoBaHHOe onucaHne
METOA0B W CPEeACTB OCYLUECTB-
neHua yrpos ana nrdopmaumu)

access to information

{(noctyn k wnpopmaumu (T3U)
BO3MOXHOCTL noayuenus, o6-
pabotku uudpopmaumm n (Mnu)
HapyuweHUs ee UenoCTHOCTH)

unauthorized access (to infor-
mation)
(HECAHKLIMOHRUPOBAHHLIU [0O-
ctyn (k widopmauun); HCJ
Doctyn Kk nadopmauun, npu
KOTOPOM HaPYLUATCA NOPSAOK
ero OCYILECTBJIEHUS U YCTAHOB-
NEeHHbIE NPaBOBLHIE HOPMDbI)

secret intelligence device; bug
(3aknagHoe yCTPOWCTBO, 3a-
knagka (T3U)

CKpbiTHO YCTAHOBMIEHHOE Tex-
HU4YeCcKoe CpPeAacTBO, Cco3fjaln-
wee yrposy ansa uHdpopmaitun)



5.8 nporpaMHa 3aknanxa
{T3I)

Motan BNpoOBajKeHa nporpa-
Ma, fika CTBOPIOE 3arpo3y ANd
inhopmallii, WO MICTUTLCA Y
- xoMn'lorepi

5.9 xoMn'IOTEPHUNA BipyC
Nporpama, o PO3MHOXYETLCA
Ta NOWWPKETHCH CAMOYUHHO
Mpwalrka. Komn'ioTepuui  sBipyc
MOXe NOpYluyBaTW UIMICHICTL iH-
$opmauii, nporpamue 3abesneyeH-
HA Ta {4n) pexum po6otu obyuc-
NOBANbHOT TEXHIKK

5.10 cneyianbHuih BNNWB
(T3l)

Bnnue Ha TexHiuHi 3acobu, wo
npu3soaUTbL A0 3AINCHEHHA 3a-
rpoan ana iHdopmanil

5.11 rexHiyHa po3sigka
HecaukuioHoBaHe 3R00yBaHHA
inpopmauil 3a JONOMOTOK Tex-
HiYHMX 3acobis Ta 11 aHania

5.11.1 mopenbd TexHi4Hol
po3sigxu

dopManizosainii  ONIMC METO-
niB, 3acobiB Ta MOXNUBOCTER
TEeXHIYHO! pOo3BiaKK

en
(¥

en
ru

en
fu

en
ru

en
ru
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program bug

(nporpamMMHas 3axnagka (T3M)
CKpPBITHO BHEeJApeHHasa npor-
pamMma, yrpoxawousas WHQOp-
MaLMK, COAEPXKALLUEMCH B KOM-
nbiorepe)

computer virus
{KoMNBIOTEPHBIA BUPYC
CamMonponIBoONbHO Pa3MHOXa-
IOWAACA M pacnpocTpaHAolLla-
fcA nporpaMma

Mpuwaeuanne. KOMNLIOTEPHLIR
BUPYC MOXET HapywaTb Uenocr-
HOCTb MK opMauun, NporpaMMHOE
oGecnevyenue n (uan) pexum pabo-
Thl BbIYUCAWUTENLHOW TEXHWKW)

special influence

cneusansHoe Bo3geicrane (T3M)
BosaencTtBue Ha TexXHU4ECKUe
cpeAcTsa, nNpusojallee K OCy-
WEeCTBAEHWIO YIPo3bi ANA HH-
dopmaumn

technical intelligence
(TexHuyeckas passefka
HecaHkUMOHUMpOBaHHOE NORY-
yeHne unHPoOpMaALMM C MOMO-
Wblo  TEeXHUYECKuX CpefacTB U
ee aHanu3)

technical intelligence model
(Mofens TexHu4eckon pas-
BeAKK

(PopMann3oBaHHOe  OfUCaHne
MeTOMlOB, CPEACTB MU BO3MOX-
HOCTEA TEXHUYECKOR Pa3selKu)
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6 TEXHIMHUHA KAHAJT BUTOKY IHOQOPMAL|

6.1 nociin indpopmauit (T3i)
MarepianbHuin 06'exT, WO Mic-
TUTb iIHGopMaLLilo, RXxa NiANArac
3axucTy Bin 3arpos

6.2 inbopmMmaTMBRHIA curnan
{T31)

Dianuni  nona 1a {4} Ximiuni
pe4oBMHU, L0 MIcTATL indop-
Mauiio 3 obMexeHuM AoCTynom

6.3 (TexniMHMA) xanan Bu-
TOKY indopmauil

CyxynHicTb Hociis iHpopmauit,
cepefoBuUllia 1 NOWKPEHHA Ta
3acobiB TexHMMHOI po3Biaxu

6.3.1 camounHnuin (TexHiy-
HMA) xaHan suToKy indop-
mauil, HerasmMncHui KaHan
BUTOKY iHpopMaLit

TexHiYHWA KanHan BWTOKY iH-
¢dopmauii, B AKOMY HoOCIT iH-
dopmautii Ta (4n) cepegosuiile
X nowupeHHss (HOPMYIOTLCA
CaMO4MHHO

en
rd

en
fu

en

u

en

ru

information carrier

{HocuTens uHdopmaumu (T3U}
MartepunansHuid 06bexT, conep-
Xamin nHpopMaumio, nogne-
XAyl 3aumre oT yrpo3)

information signal
{vhdopmaTuBHbIN
{T3N)
Duanveckue nons u (Unu) xm-
MHUYEeCcKHue BellecTBa, coaep-
xawme wnHpopMaumio c¢ orpa-
HUYEHHLIM A10CTYNOM)

CArHan

(technical) channel of informa-
tion leakage

((rexHnyeckun) kaHan yreqku
nHPOopmMaLUn

CoBOXYNHOCTL HOCMTEREn WH-
dopmaumKn, cpefibi MxX pac-
NPoOCTpaHeHus U CpeACTB Tex-
HWYECKOW pa3Benku)

arbitrary (technical) channel of
information ieakage
(HenpepHaMepeHHbin  (TexXHu-
YeCcKUH) Kanan yredyku wHdpop-
MaLmn

TexXHUYECKUR KaHan yTe4YkKy WH-
dopmaunmu, B KOTOPOM HOCH-
Tenn wuHbopMaumn wu  (Unhn)
cpefla wuxX PacnpocTPaHeHust
dopmMupyroTCs CaMonpPon3-
BOABLHO)



6.3.2 wryuHMu (TexHivHun)
KaHan suToky iHdopmawl;
HaBMUCHNH KaHan BHUTOKY
IHgpopmMaLi

6.4 nobiyne enexrpomarHir-
HEe BUNPpOMIHEeHHN | Hasia;
NEMBH

EnexTtpoMarHitHe BUNPOMIHEH-
Ha | Hagin, wo € noBiurum
pe3ynbTatom ¢GyHKLIOHYBaHHA
TexHi4Hux 3acobia i MoXyTb
6yTn Hociamu indopmauil

€n

ru

en

ru
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artificially (technical) channel of
information leakage
{npegHamMepeHHbin (TexHuyec-
KMiR) kaHan yreudku uHdopma-
umn)

spurious electromagnetic radia-
tion and breakthrough
{noboyHoe 3anexTpoMarHurHoe
uanyyerue n Hasogka; NIMUH
SNEKTPOMArHUTHOE WU3INYHeHue
W HaBOAKa, KOTOpbie SBNAIOTCS
NoGouHBIM peaynbraTtoM PyHk-
ULAOHNPOBRHMA TEXHUYECKUX
CPeacTB ¥ MOoryT GniTb HOCUTE-
naMu MHpopMaLmn)

7 TEXHIMHUWA 3AXUCT IHOOPMALL

7.1 TexHiMHMA 3axmucT indop-

mauil; T3l

AmnbHicTb, cnpsiMoBaHa Ha

3anobiraHHs BUTOKY iHdOpMa-

Uil TexHiYvHMMun Kauwanamwm, 1
OKYBaHHIO Ta (4M) nopylueH-

O WNICHOCTI

7.2 (TexwWiynun) 3acib ia sa-
XWCTOM, 3Iaxmiuenmit (TexHid-
HIH) 3aciB; 3axmuieHa TexHika;

(T31)
TexHiuHMA 3acib, B axkomy
¢pyHKuia  3axmcTy  iHdpopmauit

Bil 3arpo3 € AORATKOBOI A0
OCHOBHOl

en

ru

an
ru

technical protection of informa-
tion

(Texunyeckan 3awmra mHPpop-
Mmaumu;, T3U

JeaTenblocTh, HanpasfieHHas
Ha NPefOoTBPALIEHUE YTEHKH
napopMauun O TEXHUYECKAM
KaHanam, ee ONOKMPOBaHKMA W
{nAn} HapyweHus1 UenocCTHOCTH)

facility with protection
{TtexHuyeckoe) cpencrsa ¢ 3a-
LWMTON; IawnueHHoe {TeXHW-
YecKoe) CpefiCTBO, 3aiUilieH-
Han TexHuka; {T3W)
TexHun4eckoe Cpeancreo, 8 Ko-
TOPOM (PYHKUMA 3aLATHl WH-
dopMaLmu OT yrpos sBnsiercs
NONOAHNTENBHON K OCHOBHOMW
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7.3 aacib TexHIiMHOro 3axucry
inbopmauii

Mpuctpin ta {(un) nporpamMHun
3acib, B akux ¢yHKLIA 3axucTy
iHdopMaLii € OCHOBHOIO

7.4 npuxosysannn indopma-
il (T3l)

Cnoci6 TexHiYHOro 3axucry iH-
dopmalil, A nonsirae 8 yHe-
MOXNUBNeHHi abc CyTTeBOMY
YTPYAHEHHI HECAHKLIOHOBAHOIo

nocryny Ao ipopMauil

7.4.1 NnacHBHE NPUXOBYBAHNSA
indopmauil

NpvxosyBaHHa iHPoOpMaLil oc-
nabneHHsIM eHepPreTUYHMX Xa-
pakTepucTUK  di3uuHMX Nonis
abo 3HMXEHHRSM KOHUeHTpauil
pe4yoBUH

7.4.2 akTuBHEe NPUXOBYBaHHR
indopmausi

MNpuxosyBaHHA inpopmanii
CTBOPEHHAM Takux Gi3nIHnx
noniB Ta pe4YoBUH, AKI ycknaa-
HIOIOTE 3no0yBaHHA iHdopmauil
abo CNpUMMHAIOTL HEeBU3HaMe-
HICTL TI 3MICTY

en

ru

an
u

en
ru

en
ru

facility for technical protection
of information

CPEeACTBO TEXHMYECKOMN 3ailinThi
uHdopmaumnn

Yetponcreo u (unu) nporpam-
MHOE CpPelCTBO, B KOTOPbX
dyHkuMa 3almTel tHopMaunn
ABMIGTGA OCHOBHOWN

hiding

{cokpuitne nndopmaumm {T3N)
Cnocob TexHUYEecKoW 3alluTbi
nHpopmaumy, CocToAWNMA B8
UCKIOYEHUU UNN CYLLLIECTBEH-
HOM 3aTpyAHE€HMU HeCaHKLMO-
HUPOBAHHOIC AOCTyNa K WH-

dopmaumun)

passive hiding

(naccusHoe cokphitne uHpOpP-
MaLKru

Coxkpurue uHpopmMmaumn nyrem
ochabnednn 3HepreTuyeckux
XapakTeprucruk Puranvecknx
nonen WU CHWKEHWUA KOHLEHT-
pauun BeulecTs)

active hiding -
(akTuBHoe cokpuiTUe nHdopma-
umm

Coxpuitne nHdopMaumn nyrem
GOPMUPOBaHUA TAKNX PU3N-
YeckMx NOMNEen KU Bellecrs, Ko-
TOpbe 3aTPYAHSAIOT NOAY4eHHe
uHpOpMaLIK UKW CO3QAIDT He-
onpeneneHHoOCTb ee cojepxa-
HUA)



7.5 pnesindopmysannn (T3l)

Cnoci® TexXHIYHOro 3axMcry IH-
dopMauil, AKMA nonarae  y
¢opmyBaHHi csBigomo xubHoi
- iHpopmauil AN YHEMOXNnB-
AGHHS HECAHKLIOHOBAHOTO AOo-
cTyny A0 iCTUHHOI iHdopMauil

8 OPrAHIBALIA TEXHINHOIO

8.1 cucreMa TeXHIYHOro 3a-
xucryy iHdopmaui

CyKynHicTb OpraHi3auinHnx
CTRPYKTYP, HOpMaTUBHO-NPaBO-
BMX [IOKYMEHTIB Ta Marepians-
HO-TexHiyHol Gaan

NpwmiTea. OcHOBHUMKN efIBMEHTA-
MW MaTeplanbHO-TexHIMHO! Ga3n
cuctemu T3l e TexHiuHt 3acobu 13
3aXUCTOM, 3acobKn TEeXHIMHOro 3a-
XMCTy IHpopmMalt Ta 3acobu KOHT-
ponic 33 eQexTUBHICTIO TEXHINHOFO
3axXuCTy 1HPopmaun

8.2 sona 6eanexn indopma-
uil

Apocrip, B Mexax AKoro iH-
dopmauin ybeaneueHa

en
rd

en

u

en
ru
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misinformation
{peanndopmaumnna (T3U)
Cnocof TexHW4Yeckon 3aLUTbi
nHpopMaLnm, CoCcTosUMA B
dopMUpoBaHUK 3aBEAOMO NOX-
HoM wHDOPMAUMK ANA KUCKNK-
YeHUS HeCcaHKUMOHWPOBAHHOTO
fony4eHna ucTuHhon undop-
Mauun)

3AXUCTY IHOOPMALYI

system of technical protection
of information
(cuctema TEXHMNECKOW JalUThi

nHdopmMaLmn
COBOKY(IHOCTb OPTraHU3aLoH-
HbIX CTPYKTYP, HOpPMAaTUBHO-

NPasoBLiX AOKYMEHTOB U Ma-
TepuanbHo-TexHuyeckon Gasol
NMpwveuanue. OCHOBHBIMU 3ne-
MEHTAMK MATEepHAILHO-TEXHWYEC-
Kol BGasut cucTtemst T3U ABNRIOTCA
TEeXHM4YECKUEe CpeactBa C 3aUTOR,
CPeAcTaa TEXHUHMECKON 3alUThl WH-
dopmauun ¥ CpegcTsa KOHTPONS
33 9pHEKTUBHOCTBIO TEXHUHECKOH
3aUNTH UHGOPMaLUK)

security zone of information
(soHa 6e3aonacHocTu uHpopMa-
unm

MpocrpaHcTao, B Npeaenax Ko-
toporo obecneyena Geso-
nNacHocTh MHbOpPMaLUK)
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8.3 piseins (TexHiuHoro) aa-
xmeTy indopmauil

CyKynHIicTb BUMOr, Y TOMY 4UC-
ni  HOpMOBaHMX, L0 BU3HANA-
IOThCA PEeXMMOM ROCTYNY A0
iHpopmauil 1a 3arposamm T
6eaneui

8.4 edexTusHicTes (TexHiuno-
ro) aaxucry indopmanil
Crynie  BignoBigHOCTI BXWUTHX
3axofjiB o4O TeXHHHOro 3a-
XHCTY iHdopmauil scraHosne-
HUM BHMOTaM

10

ru

en

ru

(technical) protection informa-
tion tevel

(yposeHbs (TexHu4eckon) sawm-
Tl rHPpopmMaumn
CosokynHocTs TpefGoBaHun, 8
TOM  4YMCNE  HOPMUPYEMBX,
onpenensieMbix PexuMoMm Ao-
cryna K wHopmauvm u yrpo-
3aMu ee DEe3ONACHOCTN)

efficiency {of technical) protec-
tion of information
(adPpekTuBHOCTL {TEXHHUEC-
KOW) 3ailwTei MHPOopMaLUK
CreneHb COOTBETCTBUA MPUHA-
ThiX MEp N0 TEXHWYECKOW 3a-
wmTe wHPOpMauMHU YCTaHOB-
NEeHHLIM HOpMaMm)
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ABETKOBUW NOKAXUMK YKPAIHCbKUX TEPMIHIB

Gnoxyranus indopmanil 5.3
Bipyc KxoMn’'ioTepHMA 59
BMNpoMiNeHHA enexTpomarHitHe nobiyve i HaBin 6.4
%utik indopmauii 5.1
BNAME cnelianthuin (T31) 5.10
nesindopmysanHa (T31) 75
aocryn Ao inpopmauii (T3t) 2.5
aocryn (no indopmauii) HecaHkuioHoBaHMH 56
edekTHRHICTL (TexsidHoro) aaxucty inpopmauil 84
aarpo3a ans indpopmauii 5.4
gaxnagka (T131) 57
aaknanka nporpamua (T3[) 58
3aci® rexHiunoro laxucry indopmauil 7.3
aaci6 (rexviynmit) zaxmuernss (131) 7.2
3acib (rexniunnit) ia saxmcrom (T3l) 7.2

yHa Gesnexn indopmauil 8.2
aaxucT iKPopMaLiil TexHiYHuiA dal
iHpopmauis 4.1
inpopmaunin xondigeHuiRHa 4112
inbopmanin 3 o6MexeHuM AOCTYNOM 411
inbpopmauin TacmHa 4.1.1.1
Kanan BMTOKY iHdopmawii (TexHiYHUR) 6.3
KaHan BMUTOKY iHopMauii HaBMHCHNA 6.3.2

KaHan BATOKY [HGOPMALIT HEHABMUCHNH 6.3.1

iR
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KaHan BUTOKY iHdpopmauil caMmounHHui 6 3.1
KaHasi BUTOKY iHPopMauil WITYyYHMIA 632
Monens 3arpo3 ansa ingopmauil 5.4.1
Mofenb TexHiYHo{ po3Bigku S.11.1
Hociin indopmanii (T3l) 6.
HCAQ 5.6
NEMBH 6.4
NOpyWweHHA WinicHocTi indopmanil 9.2
npucTpii 3axnaguun (T3l) 57
npuxoByBaHHR iHDopMmaLil 7.4
NpMXOBYBAHHS iHdoOpMaLil akTuBHe 7.4.2
npuxonyeBasHa iHdopmanii nacueHe 7.4.1
po3BifgKa TexHiyHa 5.1
piseHb (TexXHiYHoro) aaxucrty indopmauil 8.3
curdan inpopmarnsunit (T31) 6.2
cucremMa TexHiyHoro aaxucry iHdopmawil 8.1
rexwixa saxunuera (131) i

T3I 7.1

ABETKOBUWA NMOKAXYUK AHTNIACHKUX TEPMIHIB

access to information 5.5
active hiding 7.4.2
arbitrary (technical) channel of information leakage 6.3.1
artificially (technical} channel of information leakage 6.3 2
blocking for information 5.3
bug Bt

12



computer virus

confidentia! information

efficiency {of technical) protection of information
facility for technical protection of information
‘facility with protection

hiding

information

information carrier

information integrity violation

information {eakage

information signal

limited access information

misinformation

model of threats to information

passive hiding

program bug

Fecurity zone of information

secret information

secret intelligence device

special influence

spurious electromaanetic radiation and breakthrough

system of technical protection of information
{technical) channel of information leakage
technical intelligence

technical intelligence model

ACTY 3396.2—07

5.9
4112
8.4
7.3
7.2
7.4

4.1

6.1
52

51
6.2
4.1.1
7.5
5.4.1
741
5.8
8.2
411.1
5.7
5.10
6.4

8.1
6.3
5.11
5.11 1

13
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(technical) protection information fevel
technical protection of information
threat to information

unauthorized access (to information)

8.3
71
5.4
5.6

ABETKOBUIA NOKAXYUK POCIMCbKUX TEPMIHIB

6noxmposka uHpopmaunm

BUPYC KOMMBIOTEPHLIN

BoafencTane cneunansHoe (T3U)
neantdpopmaums (T3N)

aoctyn K undopmaumu (T3U)

aocTyn (kK i opMaunn)} HecaHKLMOHUPOBAHHLIA
saknanka (T3M)

3axnagka nporpammiHas (T3W1)

3awmTa wHpopmMauum TeXHU4ecCkan

3oHa Ge3onacHocTn UHPOpMaLMK

U3ny4HeHue SNEKTPOMArHuTHoe noBoyHoe u Hasonka
wHpOopmaLma

nHpopmaumn KoHpuacHUMaNbHas

wHopMaLKMA C OrpaHW4eHHbIM NOCTYNOM
nrndopmaumns cekpeTHan

kaHan yredkn vHdopmaunit (TexHn4eckinii)

KaHan yreukn uHbopmaummn (TexHu4eckuid) HenpeaHamepeHHbi

KaHan yrevkn uHopMaummn (TEXHUHECKUA) NpeaHaMeperHbIn

MoAeslb TexXH HyecKou pa3eenkKu

Mozenb Yrpos ana nHdopmalym

14

53
5.9
5.10
7.5
5.5
5.6
5.7
5.8
7.1
8.2
6.4

41.1.2
4.1.1
4111
6.3
6.3.1
6.3.2
2.11.1
5.4.1
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HapylleHne UenocTHOCTH MHPOopMaLK 52
HocuTenb MHGopmauun (T3IN) 6.1
HCA 5.6
TNSMUH 6.4
'paaaep,xa TeXHU4eckan 511
curHan widopmarueubic (T3U) 6.2
cncremMa TexHM4eckon 3auintol mHbopMaLun 8.1
COKpbiTUe MHbopMauun 7.4
COKpbITUE UHOpMALKN aKTUBHOS 7.4.2
cokpbiTe nhdopMam naccusBHoe 7.4
CPeAcTBO TEXHUYECKON 3alNTbi MHpopMauvm 7.3
cpeAncTBO (TexHuyeckoe) sawmiteHdoe (T3U) .
cpencTso (TexHuyeckoe) ¢ 3awmTon (T3N) 1.2
T3UN 7.1
TexHuKa sawmuiedHas (T3U) 7.2
yrpoaa ana uHdopmaumu 54
"yPOBEHb (TEXHUNECKOW) 3aLMTH MHdOPMaLIUK 83
ycTpoWcTBO 3aknajsiHoe (T3U) 5.0
yTedka wnuHdbopmaumn 51
3 PeKTUBHOCTb {TEXHWHECKON) 3au(UThl UHDOPMaLIN 84

15
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YAK 006.4.2:002 01.040.35 T70

Kmouosi cnosa: ingpopmauis, iHpopmauia 3 obMmexeHum focty-
nom, 3arposa ans ingopmalil, TexHitHa po3BlAKa, TEeXHIMHWA 3aXUCT iH-
dopmauil, TepMiHW, BU3HA4EHHRA

Pepnaxktop 1. luxosa
TexHuHu pegaxtop O. Kaciu
Kopextop T. HaropHa

Mipnucano no ppyky 07 08 97. dopmar 80x84 1/16,
¥YM apyk apk 1,16. 3am ’5?51 LbHa goroeipha

DinsHuuR onepatuBHoro Apyky YxpHZICCI
2520086, Kuig-6, Byn. Mopbkoro, 174



