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3ATAJILHI TOJIOKEHHS OO 3AXUCTY THOOPMAIIIT B
KOMIT'FOTEPHUX CUCTEMAX BIJI HECAHKIIIOHOBAHOT' O
JTOCTYITY

Yunnnii Big 1999-07-01

1 l'aniy3p BUKOPUCTAHHA

[le#i HOpMATHBHHMI NOKyMEHT TexHIYHOTO 3axucty iHdopmauii (HI T3I)
BU3HAYA€E METOAOJOrIYHI OCHOBH (KOHUEIMII}0) BHUPIMICHHS 3aBJaHb 3aXHUCTY
iHpopMalii B KOMI'IOTEPHUX CHCTEMaxX 1 CTBOPEHHS HOPMATHBHHUX 1
METOJI0JIOTIYHUX JOKYMEHTIB, PETJIAMEHTYIOUHX MTUTAHHS:

- BHU3HAQYEHHS BUMOI WIOJ0 3aXHCTy KOMI'IOTEPHMX CHUCTEM  BIJ
HECAHKI[IOHOBAHOTO JIOCTYITY;

- CTBOPEHHSI 3aXUIIEHUX KOMIT'IOTEPHUX CHUCTEM 1 3ac00iB iX 3aXHUCTy BiA
HECaHKIIIOHOBAHOT'O JJOCTYIY;

- OIL[IHKH 3aXUIIEHOCTI KOMIT'FOTEPHUX CUCTEM 1 iX MPHUAATHOCTI JIJIsl BUPIILICHHS
3aB/IaHb CIIO)KMBayYa.

JIOKyMEHT MpHU3HAYEHO [ MOCTayalbHUKIB (PO3POOHUKIB), CIHOXKHBAYiB
(3aMOBHHKIB, KOPHCTYBadiB) KOMIT'FOTEPHUX CHUCTEM, SIKI BHKOPHCTOBYIOTHCS MJIs
00poOku (B TOMy uyucial 30upaHHs, 30epiraHHs, nepenaydi i T. A.) KPUTUYHOL
iHpopmauii (iHpopMmalii, IO BUMAarae 3axucry), a TakoX Uil JAepKaBHUX OPraHiB,
0 3JIIHCHIOIOTH (DYHKIIIT KOHTPOJIIIO 32 00pOOKOI0 Takoi iHpopMaIlii.

Heo0OxinHO BU3HATH, 110 HA CHOTOIHIIIHIN ACHB poOIeMa 3aXUCTy 1HpOopMaIii
HE Ma€ OCTAaTOYHOTO BHpilIeHHA. ToMy 1€l TOKyMEHT BioOpa)kae Cy4yacHUM CTaH
npoOiemMu 1 MAXOAIB 10 1i pO3B'sI3aHHA. 3 4YacoM, SK HACHIJIOK NPAKTUYHOTO
3aCTOCYBaHHS, a TAaKOX 3 IOSBOIO 1 PO3BUTKOM HOBHUX TEHJICHIIH 1 MAXOMIIB, B IeH
HOPMATUBHUN JOKYMEHT 1 1HIII HOPMATUBHI 1 METOJOJIOTIYHI JOKYMEHTH, IO Ha
HbOMY 0a3yl0ThCsl, OyAyTh BHOCUTHCS BIAMOBIIHI KOPEKTHBH.

2 HopmaTuBHi IOCHJIAHHSHA

VY upomy H/I T3I HaBeneHO MOCHIaHHS Ha TaKi HOPMATUBHI IOKYMEHTH:

- 3akoH Ykpainu “IIpo iHpopmaiiiro”;

- 3akon VYkpainum “[Ipo 3axumcr iHdopmamii B  iHPOpMaliiHO-
TEJICKOMYHIKallIMHUX cCUCTeMax’;

- 3akoH Ykpainu “IIpo HaykoBO-TE€XHIUHY 1H(OpMaLi0”;

- 3akoH Ykpainu “lIpo nepxkaBHy TaEMHULIO";

- Konmeniiist (0cHOBU Jiep>KaBHOT MOJTITUKN) HAIlIOHATBHOI Oe3MeKn Y KpaiHu;
- Konnenuis TexHiuHoro 3axucty iHpopmarlii B YKpaiHi;

- TIlonoxkeHHs TpO TOPSIOK 3IINCHEHHS KPUNTOIPa(iuHOrO  3aXUCTy
1Hopmarii B VYkpaini;



- HA T3I 1.1-003-99. Tepminonoris y ramy3i 3axucty iHdopmamii B
KOMIT'FOTEPHHUX CHCTEMaX BiJl HECAHKIIIOHOBAHOTO JIOCTYILY;

- HA T3I 2.5-004-99. Kputepii OLIHKK 3aXUIICHOCTI 1HpopMaIlii B
KOMITFOTEPHHUX CUCTEMAaX BiJ] HECAHKI[IOHOBAHOTO JOCTYILY.

3 BusHaueHHs

B pomy HJI T31 BUKOpHUCTOBYIOTHCSI TEPMIHU 1 BUSHAYEHHS, IO BIANOBIIAIOTH
BCTaHOBJICHUM HOpMaTUBHUM jAokymeHTOM T3I 1.1-003-99 “Tepminosoris y ramy3si
3axHUCTy 1HGOpMaIlii B KOMITIOTEPHUX CUCTEMAaX BiJI HECAaHKI[IOHOBAHOTO JOCTYITY .

4 Ilo3HAYEeHHS | CKOPOYEHHS

VY upomy HJI T3] BUKOpHUCTOBYIOTHCS TaKl TO3HAYEHHS 1 CKOPOUEHHS:

AC — aBTOMaTH30BaHa CUCTEMA;

b]l — 0a3a gaHmx;

EOM — enekTpoHHO-004YMCITIOBaTbHA MAITUHA,;

K33 — kommuiekc 3aco0iB 3aXHUCTY;

KC — komn'toTepHa cucrema;

KC3I — komrmiekcHa cucTema 3axucTy iH(popmMairii;

HJ/l — HOpMaTHBHHUII JOKYMEHT;

HA CT3] — HopMaTuBHMII JOKYMEHT CHUCTEMH TEXHIYHOTO 3aXHUCTy
1H(popmarrii;

HCJl — nHecaHKIIIOHOBaHUH HOCTYIIL;

OC — o0OuuncaoBaIbHA CUCTEMA,

[TEMBH — no06i14Hi eJIeKTpOMarHiTHI BUIPOMIHIOBaHHS 1 HABOJH;

[13 — mporpamue 3a0e3neyeHHs;

[13IT — mnocrTiitHMi 3an1aM’ITOBYIOUMH PUCTPIN;

[IPJI — npaBuna po3MexXyBaHHS JOCTYILY;

T3] — TexHIYHMI 3aXHUCT 1HPOPMAIIii.

5 IlocTtanoBKa Mpo0JieMu 3aXUCTy iH(popMaLii B KOMII'IOTEPHUX

CHCTEeMAaX Bi/l HECAHKI[IOHOBAHOTO TOCTYILY

5.1 3aranbHi N0JI0KeHHS

Indopmariitai pecypeu nepxkaBu abo CyCHIJIbCTBA B IIIJIOMY, @ TAKOXX OKPEMHUX
oprasizaniii 1 (Gi3uYHUX OCI0 SBISIOTH COOOI0 MEBHY I[IHHICTh, MAlOTh BIJIMOBIIHE
MaTepiaJbHE BUPAKEHHS 1 BHMAralOTh 3aXHCTy BiJ pPI3HOMAHITHHX 3a CBOEIO
CYTHICTIO BIUIMBIB, SIKI MOXYTh MPU3BECTH A0 3HIKCHHS I[IHHOCTI 1H(pOpMAIIHHUX
pecypciB. BrimBuy, siki pU3BOASTH 0 3HIXKEHHS LIHHOCTI 1HPOPMAIIITHUX PecypciB,
HA3WBAIOTHCS HECTPUATINBUMU. [IOTEHINIMHO MOXJIMBUN HECUPUSTIVBHA BILIUB
HA3MBAETHCS 3arPO30I0.

3axuct iH(pOopMarii, mo 00poosieTbest B AC, Tosirae B CTBOPEHHI 1 TATPUMIT
B JII€3JaTHOMY CTaHI CHUCTEMH 3aXOiB, K TEXHIYHUX (IHKEHEPHUX, MPOrpaMHO-
amapaTHUX), TaK 1 HETEeXHIYHHUX (TIPaBOBUX, OpraHi3alifHUX), IO JO03BOJISIOTH
3anmo0irTM ab0 YCKJIaAHUTH MOXJIMBICTH peaiizallii 3arpo3, a TaKoXX 3HHU3UTU
NOTEHIIMHI 30uTKU. [HImIMMM ciioBamu, 3axMCT iHQoOpMalli CcHpsMoBaHO Ha
3a0e3neueHHs Oe3neku oOpoOmoBaHoi 1HMopMmalii 1 AC B mijiomy, TOOTO Takoro
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CTaHy, sIKui 3a0e3nedye 30epeKeHHs 3aJaHuX BiactuBocTel iHdopmMarii 1 AC, mo
il 00po6iisie. Cructema 3a3HaueHUX 3aXO/I1B, 110 3a0e3neuye 3axucT iHdopmaiii B AC,
HA3UBAETHCS KOMIUIEKCHOIO CUCTEMOIO 3aXUCTY 1H(hOpMaIlii.

IcroTHa yactuHa npobiem 3abe3neyeHHs 3axucty iHpopmarlii B AC moxe 0yTu
BUpIllIEHAa oOpraHizauiiHuMu 3axogamu. [Ipore, 3 poO3BUTKOM i1HGOpPMAIIHHUX
TEXHOJOTIM  CIOCTEpIraeThCs TEHJEHIIS 3pOCTaHHS MOTPeOM  3aCTOCYBAHHS
TEXHIYHUX 3aXOIB 1 3aC001B 3aXHUCTYy.

[TpaBOBOIO OCHOBOIO 3a0€3MEUEHHS TEXHIYHOTO 3aXKCTy 1H(PopMarlli B YkpaiHi €
Koucrutymiss VYkpainu, 3axkonum VYxkpainu "lIpo indopmamiro”, "IIpo 3axwucr
iHdopmartlii B 1H(opMaliiHO-TeneKoMyHIKaliiaux cucremax”, "IIpo nepxkaBHY
taemMHul0", "IIpo HaykoBo-TexHIuHY 1HpopMariito", Konueniiis (OCHOBU JepxKaBHOT
MOJITUKKM) HaIlOHATBHOI Oe3neku Ykpainu, KoHIenIis TEXHIYHOro 3aXUCTy
iHpopmarllii B YKpaiHi, 1HIII HOPMATUBHO-TIPABOBI AaKTH, & TAaKOX MIKHAPOJIHI
JOTOBOpH Y KpaiHH, IO CTOCYIOThCA chepu 1HPOopMaiiHUX BITHOCHH.

5.2 OcHOBHI HAIIPAMM 3aXHCTY

ABTOMAaTH30BaHa CUCTEMa SIBJIsIE COOOI0 OpraHi3alliiHO-TEXHIYHY CUCTEMY, 110
00'eTHy€e OOUHCITIOBAIBHY CHUCTEMY, (Pi3UUHE cepeoBHIIe, TepcoHat 1 00poOIoBaHy
iHpopmartito (ManmoHOK). [TpuitHsaTo po3pi3HsaTH nBa ocHOBHUX Hampsimu T3 B AC
— 1e 3axuct AC 1 oOpoOmroBaHoi iH(pOpMaIlii BiJ] HECAHKIIIOHOBAHOTO JOCTYIY 1
3axucT 1H(OpMaIlli BiJi BATOKY TEXHIYHHUMH KaHajgaMu (ONTUYHUMH, aKyCTUUYHUMH,
3aXHUCT BiJl BUTOKY KaHaJlaMU TOOIYHUX EJIIEKTPOMArHiTHUX BUIIPOMIHIOBAHb 1
HaBOJIIB).

[leit moxymeHnT 1 kKomruiekT HJI, mo 0a3yeTbcs Ha HbOMY, MNPUCBAYCHUI
nuTaHHsaM opranizaiii 3axucty Big HCJ 1 noOynoBu 3aco0iB 3axucty Big HCJI, mo
(GyHKUIOHYIOTh Yy ckiaal obuuciroBanbHOl cucreMu AC. OpranizamiiiHi 1 Qpi3uuHi
3aXO0/IM 3aXUCTy, BKIroYatouu 3axucT Big ¢izuuHoro HCJI no kommnonenTiB OC, fK 1
3aXMCT BiJl BATOKY TEXHIYHMMH KaHAJIAMH HE € peaMeToM posrsay . Hessaxaroun
Ha 1e, IPU BUKJIA/1 yBara NpuAUISIETbCS TAKOXK 1 IEIKUM HETEXHIYHUM acleKTaM, aje
TITBKH TaM, JI€ 1€ BIUTMBAE HA OIIHKY TEXHIYHOI 3aXHIIEHOCTI.

[opsinok 3axucty Big [IEBMH pernamMeHTyeTbCSl OKpEMHM KOMIUIEKTOM HOPMAaTHBHUX JIOKYMEHTIB.
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- Komrneke 3aco0iB 3aXHCTY

3 Touku 30py MeTroaoJiorii B mpooOiemi 3axucty iHbopmarii Big HCJ ciin
BUJIIJTUTH JIBa HATIPSIMU:

3a0e3MeueHHs 1 o1liHKa 3axuIeHocT iHpopMmarlii B AC, 10 GyHKIIOHYIOTb;

peaizallisg Ta OliHKa 3ac001B 3aXMCTY, 110 BXOMAAThH O CKJIaJay KOMIIOHEHTIB, 3
AKuX Oynyerbcst oOuucitoBasibHa cuctemMa AC (IporpamMHUX MNPOAYKTIB, 3aco0iB
00YHCITIOBAJIBHOT TEXHIKH 1 T. 1H.), 1032 KOHKPETHUM CEPEIOBUIIEM €KCILTyaTallii.

KiH1eBoro MeTor BCiX 3aX0/1iB MI0JI0 3aXUCTY 1H(POPMAIIii, SKI peati3yloThCs, €
3abe3nedyeHHs Oesneku iHGopmarii mig dac ii o6podku B AC. 3axuct iHbopmarii
NOBUHEH 3a0e3ledyyBaTuCh Ha BCIX crTafiax xuTreBoro mukiay AC, Ha BciX
TEXHOJIOTIYHUX eTarax o0poOku iHdopmarllii 1 B yciX pexumax (QyHKIIOHYBaHHS.
KutrreBnit 1twmkn AC Briaro4ae po3poOKy, BIPOBAKEHHS, EKCIUTyaTallilo Ta
BHUBEJICHHS 3 €KCILTyaTallii.

VY Bunanky, skmo B AC mianyerbes oOpoOka iHpopmallii, Hopsgok oOpoOKH 1
3aXHUCTY $SIKOT PETJaMEHTYEThCS 3aKOHaMu YKpaiHM abo IHIIUMH HOPMATHBHO-
paBOBMMU aKTaMu (Hampukian, iHdpopmarlisi, 0 CTAHOBUTH JIEPKABHY TAEMHHIIIO),



TO 111 00poOKku Takoi iHdopMalii B mii AC HeoOXiJHO MaTHU J03BUI BiAMOBITHOTO
YIOBHOBA)XEHOTO Jep>KaBHOro oprany. IlimcraBoro ajis BUJA4l Takoro J03BOJIY €
BUCHOBOK ekcrieptu3n AC, ToOTO TmepeBipKd BiAmoBiAHOCTI pearnizoBaHoi KC3I
BCTAHOBJICHUM HOPMaM.

Sxmo nopsgok o0poOku 1 3axucTy 1H(QoOpMalii HE PperiaMeHTYeThCs
3aKOHOJABCTBOM, €KCIEPTH3a MOKE BHUKOHYBAaTHUCh B HEOOOB'I3KOBOMY MOPAIKY 3a
nogaHHsAM 3aMoBHHKA (BacHuKa AC ab6o iHdopmMmairii).

B mpomeci excneptusu ominroetscsi KC31 AC B minomy. B tomy uymcoi
BUKOHY€ThCS 1 o1iHKa peanizoBanux B OC AC 3aco0iB 3axucTty. 3aco0u 3aXHCTy BiJ
HCJI, peanizoBani B OOYMCIIOBaJIBHIA CHCTEMI, CIIIJI PO3TJSIATH SIK IMIJACUCTEMY
3axucty Big HCJ y ckmami KC3I. Xapaktepuctuku ¢i3U4HOTO CEpEIOBUINA,
nepcoHany, o00poOmoBaHoi 1H(OpMalii, Opra”izaumiifHOi MIJCUCTEMU ICTOTHO
BIUIMBAIOTh HA BUMOTH JI0 QYHKIIIH 3aXUCTy, 1110 peanizyroThes OC.

OOuuncioBaibHa CUCTEMa aBTOMAaTU30BaHOI CUCTEMU SIBJIIE COOOI0 CYKYITHICTb
anmapaTHMX 3aco0iB, mporpaMHux 3aco0iB (B Tomy uuchi mnporpam [I3I1),
npuzHayeHux s oOpoOku iH@popMmauii. Koxkuuiéh 3 kommoHeHTiB OC Moxe
PO3pOOISATUCH 1 HATXOJUTH HA PUHOK SIK HE3ICKHUU MpoayKT. KoxHuil 3 mmx
KOMITOHEHTIB MOK€ peali30ByBaTH MEBHI (PYHKINT 3aXUCTy iH(OpMAILii, OIlIHKA SKUX
MOX€ BUKOHYBAaTHCh HE3aJIeKHO Bif mporecy ekcneptu3sn AC 1 mae xapakrtep
ceptudikarii. 3a migcyMKaMu cepThdikaiii BUAAETbCS cepTU(DIKAT BIAMOBIIHOCTI
peanizoBaHUX 3aco0iB 3aXHMCTy TI€EBHMM BuMoram (kpurepisam). HasBHicTh
ceptudikata Ha obuucmoBabHy cucteMy AC abo ii OkpeMi KOMIIOHEHTH MOXKeE
MOJIETIINTH npouec ekcrieptusu AC.

Sk B mpolieci eKCnepTu3y, Tak 1 cepTu(ikamli OliHKa peani30BaHuX (PYHKIIH
3aXMCTy I1HQOpMalii BUKOHYETHCA BIJIMOBIJHO JI0 BCTaHOBJIEHHX KpuTepiiB. Lli
kputepii BcranoBiroloThess HJI T3I 2.5-004-99 "Kpurepii OLIHKH 3aXHILIEHOCTI
iH(opmarlii B KOMI'TOTEPHUX CHCTEMaxX BiJ HECAHKI[IOHOBAHOTO AocTymy " (mam —
Kputepii). 3 wMeroro yHidikamii KputepiiB 1 3a0e3MeyeHHs MOMXKJIMBOCTI 1X
3acTocyBaHHs sk B mpoueci ekcrieptuzn AC (ToOTO OWIHKKA (DYHKINN 3aXUCTy
iHdopmanii, peamizoBanux OC aBTOMATHM30BaHOI CHUCTEMH, IO PEAJIHHO
(GYHKIIIOHYIOTB), TaK 1 B mpolieci cepTudikaliii mporpaMHoO-ariapaTHUX 3aco01B 1mo3a
KOHKPETHUM CEpEeJOBHUIIEM eKCIUTyaTallii, OOuIBI Il Kareropii o00'€IHYIOThCS
noHATTSAM KoMmi'totepHa cuctema. [lix KC ciig po3ymiT npeacTaBieHy il OLIHKH
CYKYIHICTh NPOrpaMHO-anapaTHHX 3aco6i? 1

SAx KC moxyte Buctynatu: EOM 3aranpHoro npusHaueHHs a00 MepcoHalbHA
EOM; omnepariiiina cuctema; mpukiagHa abo 1HCTpyMEeHTajdbHa mporpama (IMaxkeT
nporpam); K33, mo okpeMo mocrtaBisieTbes, ado migcuctema 3axucty Big HC/,
HalpUKIaZ, Mepexa, sKa sBisge coboto HanoynoBy Haa OC; nokalibHa
o0uUMCIIIOBaJIbHA MepeXka, K CYKYIHICTh amapatHux 3aco0iB, [I3, mo peanizye

2 Tepmin "komm'roTepHa cucreMa' aHaJOriYHMM TakuMm TepMminam: "computer system", mio

BUKOpHCTOBYEThC B "Opamkesiit kuuzi"; "computer product” — y Kamanckux Kpurepisx; "target of evaluation”
(TOE) — B €Bponeiicbkux Kpurepisx



MPOTOKOJIM  B3aEMOJII, MepekeBoi omepaniiHoi cuctemu 1 T. 1H., OC
aBTOMATH30BaHOI CHUCTEMH, sIKa peabHO (YHKIIIOHYE, B HaWOUIbII 3arajibHOMY
Bunajaky — cama AC abo ii yactuna.

Ax 1 B8 HI T3I 2.5-004-99, mami BuxopucroByerbcs TepMin KC. Skmio
HEOOXITHO MIJAKPECIUTU MEeBHI crienuiyHl MOMEHTH, O€3MOCEPEIHbO 3a3HAYAETHCS,
crocyerbes BukiageHe AC (o6uucmioBanbHOi cuctemu AC) UM CyKyImHOCTI
IpOTrpaMHO-allapaTHUX 3aco0iB, M0 OKPEMO IIOCTAYalOThCH, SIKI PO3IIISAAIOTHCS
11032 KOHKPETHUM OTOYEHHSIM.

MosxnuBa cutyarisi, koau ans noOynoBu neBHOi KC BHKOPHCTOBYHOTBCS
KOMITOHEHTH, KOXKHHUM a00 J1edKl 3 HUX MaroTh CepTU(IKAT, IO MIATBEPKYE, IO IIi
KOMITOHEHTH pealli3yloTh NeBHI PYyHKIIT 3axucty iHpopmaitii. Lle, oqHak, He o3Hayae,
o KC, sika cknanaeTscs 3 TAKMX KOMIIOHEHTIB, OyJie peani3oByBaTH BCi 11 (DyHKIIII.
JInst rapaHTii ocTaHHBOTrO Mae OyTH BUKOHaHO MpoekTyBaHHsA KC 3 MeToro iHTerparii
3ac00IB 3aXHUCTy, IO HAJAIOTHCA KOXXHUM KOMIIOHEHTOM, B €IMHHA KOMILIEKC
3ac00iB 3axucTy. TakuM YHWHOM, HASBHICTh CepTU(IKATa CHiJ pPO3rIsgaTH SK
noTeHiitny MoxnuBicTe KC peanizoByBatu neBHI PyHKIIlT 3axucTy 0OpoOIrOBaHOL
1H(opMarrii Bi1 MeBHUX 3arpo3.

6 Konuenuisi 3a0e3neueHHs 3axucTy ingopmanii

6.1 OcHoBHI 3arpo3u iHpopmamii

[npopmaniss B KC icHye y BuUTIsal JaHUX, TOOTO TPEACTaBISETHCS B
dbopmaiizoBaHOMY BHIJISI, TPUAATHOMY g 00poOku. Tyt 1 gam mia oOpoOKOIo
CIiJ PpO3YMITH SK BilacHe OOpOOKYy, Tak 1 BBEJCHHS, BHUBEICHHS, 30epiraHss,
nepenauy 1 T. 1H. (ACTY 2226-93). Jlami TepMiHM «iHPOpMAIlsD» 1 «IaHIK
BUKOPHUCTOBYIOTBCS SIK CHHOHIMH.

[Hdopmariis 11 cBOro iCHYBaHHS 3aBXKJM BUMarae HasBHOCTI HOCIsA. SIK HOCIi
iH(popMarii MOXXKe BHCTYHAaTH IOJie ad0 pedyoBHMHA. B AesKuX BHUMAgKax y BUIIISII
HOCisI iHpOpMaIIil MOXe po3rsiiaTucs JoanHa. Brpara iHpopmariiero cBO€i IIHHOCTI
(mopymiennss Oe3meku iH(opmarlii) MoKe CTaThCS BHACHIOK IEePEMIMEHHS
iH(dopMalii a6o 3MiHM (P13UIHUX BIACTUBOCTEH HOCIS.

[Tpu ananizi npobnemu 3axucty Big HCJI indopmaiiii, sika MOXe HIUPKYITIOBATH
B KC, sx mpaBuno, posrisgarorbes Jumiie iHdopmarliiiHi 00'€KTH, L0 CIy>KaTb
npuiMalbHUKaMu//pkepenaMu  iHGopmarliii, 1 iHopmamiitHi motoku  (mopiii
iHopMalrii, MmO TMepecusaloThe MDK o00'ekTaMu) O€3BIIHOCHO 10 (I3UYHUX
XapaKTEPUCTUK 1X HOCIIB.

3arpo3u 06po6moBanoi B AC iHdopmartii 3anexars Bin xapaktepuctuk OC,
GI3UYHOTO cepenoBuIla, MepcoHary i 06pobmoBanoi iH(GopmMarrii. 3arpo3 MOXKYTh
MaTH a0o0 OO'€KTHBHY MPUPOAY, HANPUKIAA, 3MiHa YMOB (I3UYHOTO CEpelOBHUIIA
(moxexi, moBeHi 1 T. 1.) un BimMoBa enemeHTiB OC, abo cy0'eKTHBHY, HANPUKIIA],
NOMMWJIKA TIEPCOHANy YW [ii 3JI0BMHUCHHUKA. 3arpo3d, IO MaloTh Cy0'€KTHUBHY
IpUPOJTY, MOXKYTh OyTH BUMAAKOBUMH a00 HaBMHUCHUMU. Cripo0a peanisarlii 3arpo3u
HA3MBAETHCS aTaKOIo.

I3 Bciei MHOXHHM C€ITOC001B Kiacuikallii 3arpo3 HauMpUIaTHIIIO JJIs aHATI3Y
€ Kiacudikaiisg 3arpo3 3a pe3yidbTaTOM iX BIUIMBY Ha iHQopmMaiiito, TOOTO
NOpYyIHIEHHS! KOH(D1IEHUIIMHOCTI, IIITICHOCTI 1 IOCTYMHOCTI 1H()OopMaIii.
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Indopmarnis 30epirac KOH(DIACHININWHICT, SKIIO JOTPUMYIOTHCS BCTAHOBIICHI
nmpaBuiia oO3HalomJIeHHs 3 Herw. [Hdopmaris 30epirae  IUIICHICTh,  SIKIIO
JOTPUMYIOThCSI BCTaHOBJIEHI TpaBujia i1 Moaudikarii (BuganeHHs). [Hpopmarris
30epirae IOCTYIHICTb, SIKIO 30€piracThCs MOXKJIHMBICTh O3HAWMOMJICHHS 3 HEIO a0o ii
Mou(pikarii BiAMOBIAHO JO BCTAHOBJICHUX MPaBUJI YIPOJIOBX OyAb-KOTO MEBHOTO
(Manmoro) MNpPOMDKKY dacy. 3arpo3u, peamizalis SKUX MPU3BOIUTH 10 BTPATU
iH(popMmarliiero sSKOi-HeOyb 3 Ha3BaHUX BIACTHUBOCTEH, BIAMOBIAHO € 3arpo3amu
KOH(D1IEHIIIITHOCTI, IITTICHOCTI 200 JOCTYMHOCTI 1H(pOpMAITIii.

3arpo3u MOXYTh BIUIMBaTH Ha 1HpoOpMalilo He Oe3mocepenHbo, a
onocepenkoBano. Hampukian, Btpata KC kepoBaHOCTI MOXe MPHU3BECTH 10
HeznatHocTi KC 3abesneuyBatu 3axuct iHGopmarllii 1, sIK pe3yiabTaT, A0 BTpaTH
MEBHUX BJIACTUBOCTEH 00poOIItOBaHOI 1HPOpMAaITii.

6.2 IlosiTuka O0e3nexu iHpopmauii

[Tin nomitukoro Oe3neku iH(oOpmalii ciig po3ymiTH HaOIp 3aKOHIB, MPaBHII,
0oOMEKeHb, pEKOMEHJalid 1 T. 1H., SKI PErJIaMEHTYIOTh MOPSAOK OOpOOKH
iHdopmarii 1 copsiMoBaHI Ha 3axuCT 1HdoOpMaIli BiJ MEBHUX 3arpo3. TepmiH
"mosiTika Oe3nmeku" Moxke OyTH 3acTocoBaHO Mmoa0 opraxizamii, AC, OC, mocinyry,
0 peali3yeTbcs cucTteMoro (Habopy ¢yHkmii), 1 1. 1H. Uum apibHime 00'ekT,
BIJIHOCHO SIKOTO 3aCTOCOBY€ETHCSI IAaHUM TEPMIH, TUM KOHKPETHIIIUMH 1 (popMabHiIIe
cTaroTh mnpaBuia. Jlami JJIs CKOPOYEHHS 3aMiCTh CJIOBOCIOIYYEHHS "TOJITHUKA
oesneku 1H(MoOpMaIi" MoKe BHUKOPHUCTOBYBATHUCH CIIOBOCIIONYUYEHHS "MOJITHKA
Oesneku", a 3aMiCTh CJIOBOCIOJYYEHHsS 'mosiTuka Oe3neku iHdopmarlli, Mo
peanizyerbcs mociayror' — "momTuka nocayru" 1 T. iH.

[Tonituka 6e3neku iHdopMallii B AC € 4aCTUHO 3arajibHO1 MOJITUKA Oe3MeKH
oprasizaiii 1 MOX€ yCHaJKOBYBaTH, 30KpeMa, MOJOKEHHs JEp>KaBHOI MOJITUKH Y
ranysi 3axucty iHMopmartii. Jmsa koxHOoi AC momituka Oe3neku iH(opmarlli Moxe
OyTH 1HIWBIITYyaJIPHOIO 1 MOXKE 3aJIe)KaTH BIJ TEXHOJOTIi 00poOku iH(opmarrii, 1o
peanizyerhesi, ocoommBocteit OC, (i3u4HOro cepeoBuIla 1 BiJ 0ararbox I1HIIMX
yuHHUKIB. Tum Ounbie, ogHa ¥ Ta 3k cama AC MoXxe peani3oByBaTH JEKLJIbKa
PI3HOMAHITHUX TEXHOJOriM o0poOku i1H(opmarii. Tomi 1 momiTuka Oe3MeKu
iHpopmariii B Takiii AC Oyne CkIajeHOro 1 1l YaCTUHM, IO BiAMOBIIAIOTH PI3HUM
TEXHOJIOT1IM, MOXKYTb 1CTOTHO BIIPi13HSATHCH.

[TomiTrka Ge3neku moBMHHA BU3HA4YaTH pecypcu AC, 1110 NoTpedyroTh 3aXHUCTY,
30KpeMa yCTaHOBIIIOBATH Kateropii iHpopmariiii, 06pooaoBanoi B AC. Marote Oyt
C(I)OpMynLOBaﬂl ocHoBHI 3arpo3u g OC, nepcoHany, 1H(pOopMalii pi3HUX KaTeropm
1 BUMOTH IO 3aXMCTy BIJ IHUX 3arpo3. SIK CKIaloBI YaCTWHU 3araJibHOI MOJITHKH
oesnekn  iHGopmamii B AC MarTh 1CHyBaTI/I MOJITUKU  3a0€3TeUCHHS
KOH(DIIEHIIITHOCTI, [UIICHOCTI 1 JOCTYMHOCTI 00poOmoBaHOoi  iH(OpMarIii.
BinnoBizganbHiCTh IEpCOHANY 3a BUKOHAHHS MOJIOKEHB MOJITHKU O€3MeKu Mae OyTH
nepcoHi(ikoBaHa.

[Tomituka Oe3nexku i1HQopmarlii, mo peanizyroTbes pizHUMU KC OyayTh
BIIPI3HATUCS HE TUIBKHM THM, IO peali3oBaHl B HUX (PYHKIII 3aXHUCTYy MOXYTh
3a0e3mevuyBaTi 3aXUCT BiJl PI3HUX THIIIB 3arpo3, ajie 1 B 3B'I3KY 3 TUM, IO PECYpCH
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KC MOXyTh 1CTOTHO BIJpI3HATUCH. Tak, SKIIO OIepaliiHa cucTemMa omepye
daitnamu, To CYB]] Mae cripaBy 13 anicamu, po3NOAUICHUMU B pi3HUX ¢aiax.

YacTrHa NoITUKY O€3MeKH, sika perjiaMeHTye MpaBuiia J0CTYIy KOPUCTYBAUiB 1
nportieciB 10 pecypciB KC, cknagae mpaBuiia po3mMeXyBaHHS JTOCTYILY.

6.3 Komiuiekc 3aco0iB 3axucTy i 00'€KTH KOMIT'IOTEPHOI CHCTEMH

KowMmm'toTepHa cuctema, sik paBUiio, CKIAIa€Thes 3 0e37141 KOMIOHEHTIB. Jleski
3 KOMIIOHEHTIB MOXYThb OyTH CHEIialbHO MNPU3HAYEHI IS peamisaliii MOJITHKH
Oesneku (HAMpUKIAM, 3acoOW 130JiAIil TpoleciB ado KepyBaHHS IMOTOKAMU
iHdopmarrii). [Ho MOXyTh BIUIMBAaTH Ha O€3IEKYy OIMOCEPEAKOBAHO, HAIMPHUKIA],
3a0e3nevuyBaTi (PYyHKIIOHYBAaHHS KOMIIOHEHTIB NepuIoro Tumy. [, HapemTi, TpeTi
MOKYTb B3arayii He OyTH 3aJlisiHI 1] Yac BUPIIICHHS 3aB/laHb 3a0€3MeUeHHs Oe3MeKu.
MHoOXHHa BCIX KOMIIOHEHTIB MEPIIUX JABOX TUIIIB HA3UBAETHCS KOMILIEKCOM 3ac001B
3aXUCTY.

[Hmmmu cnoBamu, K33 — 1€ cykymnHICTh BCIX MPOrpaMHO-anapaTHUX 3aco0iB,
B Tomy umcal nporpam [I3I1, 3amigsHux mig 4vac peanizauii MOJITUKA O€3MEKH.
Yacruna KC, mo cknanae K33, Bu3HayaeTbecsi po3poOHUKOM. Byb-K1il KOMIIOHEHT
KC, sxuii BHacHmiJoK sIKOrO-HEOYyJb BIUIUBY 3AaTHUN CIPUYUHUTH TOPYIICHHS
MOJIITUKY O€3MeKH, MOBUHEH PO3TIIsaTUCh K yactuHa K33.

Kommuieke 3aco6iB 3axucty posrismae pecypcu KC sk ob'ektu 1 kepye
B3aEMOJIEI0 IIUX O0'€KTIB BIAMOBIIHO IO TMOJITAKK Oe3meku iHdopmarlii, 1o
peanizyeThesi. Sk 00'€KTH pecypcu XapaKTepHU3yHOThCS JIBOMa acleKTaMu: JIOTIYHE
noJaHHs (3MICT, CeMaHTHKa, 3HadeHHs) 1 (izuuHe (popma, cuHTakcuc). OO'ekT
XapaKTepU3y€eEThCA CBOIM CTaHOM, IIIO B CBOIO UEPTy XapaKTEePHU3Y€EThCS aTprOyTaMH i
MOBOJIKEHHSIM, sIK€ BU3Hayae crocobu 3miHu crany. s pisaux KC 00'ektn MOXKYTH
oytu pizHi. Hanpuknan, g CYBJ] B sikocTi 00'€KTIB MOKHA PO3TJISATH 3alUCH
B/, a nns onepariitHoi cucteMu — TpolecH, (ailyii, KiaacTepu, CEKTOPHU IUCKIB,
CerMeHTH maM'saTi 1 T. 1H. Bce, mo mijisirae 3axucTy BIAMNOBIAHO A0 TMOJITHUKH
0e3rnexku, Mae OyTH BU3SHAYEHO SIK 00'€KT.

[Tpu posrisaai B3aemosii 78ox 00'ektiB KC, 110 BUCTYNAIOTh SK NMPUUMaTbHUKH
abo mxepena iHGopMallii, CJIiJl BUAUIUTA MACUBHUN 00'€KT, HAJ SKHUM BUKOHYETHCS
oreparis, 1 aKTUBHUN OO0'€KT, KMl BUKOHYe a0o iHiIiloe If0 omepariito. Jlaimi
posrsinatoTeest Taki Tunu 00'ekTiB KC: 00'exTH-KOpHCTYBaul, 00'€KTHU-IPOLECH 1
nacuBH1 00'ekTH. [IpUMHATHN y ASSIKUX 3apyO1’KHUX JOKYMEHTax TepMiH "cyO'ekT" €
Cynepno3ulliero 00'eKkTa-KopucTyBaua 1 00'eKTa-mpoiieca.

OO0'exTH-KOpHUCTYBadl 1 OO'€KTU-TIPOLIECH € TaKWUMH TUIBKH BCEpEIIUHI
KOHKPETHOTO JIOMEHY — 130J1b0BAaHOT JIOT1YHOI 00JAacT, Bcepez[HHl AKOi 00'€eKTH
BOJIOJIIOTh TICBHUMHU BJIACTUBOCTSMH, TIOBHOBAKCHHSIMH 1 30€epiraroTh TIEBHI
BITHOCUHU. B 1HIUX noMeHax OO0'€KTH 3aluIIAIOThCS B HacUBHOMY cTadi. Lle
JI03BOJISIE OJTHOMY O0'€KTY-TIPOIeCy KepyBaTH 1HITUM 00'€KTOM-TIporiecoM abo HaBIThH
00'€KTOM-KOPUCTYBayeM, OCKUIbKH OCTaHHIM 3aIUIIAEThCS "MACUBHUM" 3 TOUKHU 30PY
Kepyro4oro o0'ekra. [HmmMu cioBamMu, 00'€KTH MOXKYTh 3HAXOJHUTHCh B OJHOMY 3
TPHOX PI3HUX CTAHIB: 00'€KT-KOPUCTYBay, 00'eKT-Tipoliec 1 macuBHuM 00'exT. [lepexin
MDK CTaHaMH O3Hayae, 10 00'€KT MPOCTO PO3TIISIIAETHCS B IHIIIOMY KOHTEKCTI.
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[TacuBHU O0O0'€KT MEpexXOoAUTh B CTaH 00'€KTa-KOPUCTyBaya, KOJIM 1HIWBIA
(b13uyHa ocobOa-KOpHUCTYBad) «BXOAUTH» B cuctemy. llelt 00'ekT-KopucTyBay
Buctymnae g K33 sk o6pa3 (izuuHoro kopuctyBaya. 3BUYaifHO, 32 [IUM IIPOIIECOM
171e akTHBi3aIis 00'eKTa-TpoIeCy 3a 1HIIIaTUBOI KopucTyBada. Lleit o0'ekT-mporiec €
KEepYIOUUM U1 TAcUBHUX O00'€KTIB BCepequHl J0oMeHY KopuctyBada. O0'exTu-
KOpHCTYBaul, 00'€KTHU-TIPOLIECH 1 MAacHBHI OO'€KTH Aajii MO3HAYAIOTHCSA MPOCTO SIK
KOPHUCTYBaul, MPOIIECH 1 00'€KTH, BIMTOBITHO.

B3aemonis nBox 06'ektiB KC (3BepHEHHS aKTMBHOTO 00'€KTa O MAaCHBHOIO 3
METOIO OJIEpKaHHS MEBHOTO BUAY JOCTYIY) MPUBOAUTH JI0 MOSIBU MOTOKY 1H(popMaIIii
MDK o0'ekTaMu 1/a00 3MIHM CTaHy CHCTeMHU. SIK MOTIK 1H(OpMaIlli pO3TIIIIa€eThCs
Oyap-sika nopiis iHdopmarii, o nepenaerbea Mixk 00'ektamu KC.

6.4 BuzHayeHHsI HECAHKIIOHOBAHOI'0 10CTYILY

ITin HCJ cnixg po3ymiTd nocTyn A0 iH(oOpMalii 3 BUKOPUCTAHHSIM 3aco0iB,
BiitoueHux 1o ckiany KC, mo mopymrye BcraHoBieHi [IPJI. HecankiioHnoBaHuit
JOCTYIl MOX€ 3IMCHIOBATUCH SIK 3 BUKOPUCTAHHSAM INTaTHUX 3acO0IB, TOOTO
CYKyIHOCTI TpOrpaMHO-anapaTHOro 3abe3nedeHHs, BkiarodeHoro a0 ckiaagy KC
PO3POOHUKOM IIiJI Yac PO3poOKH ab0 CHUCTEMHHMM aJMIHICTPATOPOM B IpoIeci
eKCIUTyarTaiii, W0 BXOAATh Yy 3arBep/keHy kKoHbirypamiro KC, Tak 1 3
BUKOPUCTAHHSAM TPOrpaMHO-amapaTHUX 3aco0iB, BKIOUeHHx 10 ckiaagy KC
3JI0BMUCHHUKOM.

o ocHoBHUX cnioco6iB HCJI BigHOCSATBHCS:

- Oe3mnocepeHe 3BEepTaHHS 10 O0'€KTIB 3 METOIO OJIEpP’KaHHS IMEBHOTO BHULY
JOCTYITY;

- CTBOPCHHS TMPOTPaMHO-amapaTHUX 3aco0iB, MO BHUKOHYIOTh 3BEPTAHHS [0
00'exTiB B 00X1]1 3aCO01B 3aXUCTY;

- Moau(ikaris 3aco0iB 3aXHCTY, 1m0 A03BoJst€e 3aiiicHuTH HC/I;

- BopoBamkeHHd B KC mnporpamHux a0o anapaTHUX MEXaHI3MIB, IO
nopyuryroTh cTpykTypy 1 pyHkuii KC 1 no3Bomsrors 3aiicantu HC/I.

[Tig 3axucrom Binm HCJI, 3Bu9aitHO, Ciif pO3yMITH JisTbHICTD, CIIPSIMOBAHY Ha
3abe3neyeHHs poaepxaHHs [IPJ] musixom CTBOpEHHS 1 MIATPUMKH B J1€3AATHOMY
CTaHl CUCTEMH 3axO[iB 13 axucty iHpopmauii. [Tonstra (Tepmin) 3axuct Bix HC/J €
CTaIMM 1 TOMY BHUKOPHCTOBYEThCA B mboMy HJ[ 1 moxymeHTax, 1m0 Ha HBOMY
0a3yroTecs. [IpoTe 3MICT MaHOTO TOHSTTS JEMO0 BYXXYWH, HIK KOJO IMUTaHb, IO
posrisanaoThes. Tak, momituka Oesneku KC Moke MICTUTH BUMOTH  IIOJIO
3a0e3MeyeH s JOCTYMHOCTI iH(popMallli, sKi, HaNMpuKIaa, peraameHTyoTh, mo KC
Mae OyTH CTiHKa JI0 BIIMOB OKPEMHUX KOMIOHEHTIB. [[f0o BUMOT'y HE MOKHA BIIHECTH
no T1P/I, mpote i peanizaris 3a1HCHIOETBCS 3aco0aMu, 10 BXOAATh J0 ckiaaxy K33.
Tomy cuctema HJI mono 3axucty indopmariii B KC Big HCJI oxorutoe K010 MUTaHb,
MOB'SI3aHUX 3 CTBOPEHHSAM 1 MIATPUMKOIO B J1€3JaTHOMY CTaHl CUCTEMH 3aXO/liB, 1110
CIIPSIMOBaH1 Ha 3a0e3Me4eHHs T0JAepKaHHsI BUMOT TOJITUKY Oe3MeKku 1HpopmMarlii mija
yac i1 00pooku B KC.

6.5 Mopeab NOpyIIHUKA

Sx MOpYITHUK PO3TISTAETHCS 0c00a, KA MOXKE OJIepKaTH JTOCTYI J0 PoOOTH 3
BkioueHuMHu 110 ckiagy KC 3acobamu. IlopymHuku Kiacu@ikyloTbCs 3a piBHEM
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MO>KJIMBOCTEH, IO HaJalThcs iM mTaTHUMHU 3acobamu KC. Buminstorbes 4oTupu
piBHI nux MoxuiMBocTed. Knacudikaiis € iepapxiyHor, TOOTO KOKHUN HACTYyIHUUN
pIBEHB BKJIIOUYA€E B ce0e (PYyHKIIIOHAIBHI MOXKJIMBOCTI TOTIEPEAHBOTO:

- TepIIUd piBeHb BU3HAYAE HAWHWKYMN PIBEHb MOMKJIMBOCTEH MPOBEIACHHS
mianory 3 KC — MOXIMBICTB 3allycKy (ikcoBaHOro HabOpy 3aBlaHb (Iporpam),
10 peaji3yloTh 3a3/ajeriap nepeadoaueHi GyHkiii o0pooku iHpopMarlii;

- Ipyruii piBEeHb BU3HAYAETHCS MOXJIMBICTIO CTBOPEHHS 1 3aMyCKy BJIACHUX
mporpam 3 HOBUMHU (QYHKIISIMU 00poOKH iH(popMaIii,

- TPETii piBEHb BU3HAYAETHCS MOMIIMBICTIO YIIpaBiiHHsA QyHKIIOHYyBaHHSIM KC,
TOOTO BIUIMBOM Ha 0a3oBe IMporpaMHe 3a0€3MeUeHHs] CHUCTeMHM 1 Ha CKJaj 1
KOH(DIrypaiito ii ycTaTKyBaHHS;

- YeTBEPTHM pIBEHb BU3HAYAETHCS BCIM OOCSIIOM MOMKIMBOCTEH 0OCIO, w10
3M1MCHIOIOTh MIPOEKTYBAHHSI, peali3allito 1 peMOHT anapaTHux kommnoHeHTiB KC, ax
1o BiItoueHHs 10 ckiaany KC BrmacHux 3aco0iB 3 HOBUMHU (GYHKIISIMH OOpOOKHU
1H(popMmarii.

[TpunyckaeTbcsi, MO B CBOEMY pIBHI MOPYHIHUK — 1€ (axiBelb BUIIOL
kBamidikaiii, sskuii Mae moBHy iHpopmaiiro mpo KC 1 K33.

Taka kmacu@ikaliiss MOPYITHUKIB € KOPUCHOIO JJII BUKOPUCTAHHSA B IPOIIECi
OIIHKU PU3MKIB, aHAI3y BPA3JIMBOCTI CUCTEMH, €)EKTUBHOCTI ICHYIOUHMX 1 MJIAHOBUX
3aXO0/IIB 3aXHUCTY.

7 OcHOBHI NpUHIMIN 3a0e3Me4YeHHs 3aXUCTy iHpopmamii

7.1 Il;1anyBaHHSA 3aXUCTY | KEPYBAHHS CHCTEMOI0 3aXUCTY

Jlns 3a0e3nedyenHs Oe3neku iHpopmarlii mig yac ii 00pooku B AC CTBOPIOETHCS
KC3I, nmpomec ymnpaBiiHHS SKOK TOBUHEH MIITPUMYBATUCh MPOTITOM BCHOTO
xutteBoro mukiay AC. Ha cranii po3poOku meroro mpoiiecy ynpasiinas KC3I e
CTBOpPEHHSI 3ac00IB 3aXHUCTY, SIKI MOTIM O €(QEKTUBHO MPOTUCTOSATH HMOBIPHUM
3arpo3am 1 3a0esneuyBanm O Hagadi JOTPUMAHHS TOMITHKKA O€3MEKH MM dYac
00poOku 1H(popmaii. Ha ctanii ekcrumyaranii AC metoro mipouecy ynpasainasg KC3I
€ ominka eextuBHocTi ctBopeHoi KC3I 1 BupoOsieHHs: 10AaTKOBUX (YTOUHIOIOUHUX )
Bumor s nopoOku KC3I 3 meroro 3a0e3medeHHs i1 ageKBATHOCTI MpU 3MiHI
noyatkoBux ymoB (xapakrepuctuk OC, o0poOmtoBaHoi iH(popMalii, (Hi3uyHOro
cepeloBuIla, TepcoHaty, npusHaueHHss AC, MOTITUKYA Oe3MeKu 1 T. 1H.).

Ha xoxHomy etari marooTh OyTHM BHKOHaHI 30MpaHHS 1 MIArOTOBKA JAaHMX, iX
aHai3 1 NpUUHATTA piteHHs. [Ipu 11boMy pe3ynbTaTH BUKOHAHOTO HA MIEBHOMY €Talll
aHaizy 1 NPUUHATI Ha iX MIiACTaBl PINIEHHS HApiBHI 3 YTOYHEHUMH BHUMOTaMH
CIIYTYIOTh BUXIJIHUMHU JaHUMHU JJIsl aHai3y Ha HacTynmHomy ertami. Ha Oynp-skiid
ctazaii abo Oymp-IKOMY eTari MOK€ MOCTaTh HEOOXIAHICTh YTOUYHEHHS MOYAaTKOBUX
YMOB 1 TOBEPHEHHS Ha O1JIbII paHH1 €TallH.

CrBopenns KC3I mae mounmHaTuch 3 aHamizy 00'€KTa 3aXUCTY 1 MOXKIMBUX
3arpos. Ilepenycim maroTe Oyt Bu3HaueHi pecypcu AC, 10 MiUIAraroTh 3aXHCTY.
3arpo3u MaroTh OyTH BHU3HAuU€HI B TepMiHAX HMOBIPHOCTI iX peanmi3allii 1 BETUYHHU
MOXJIMBUX 30MTKIB. Ha mifcTaBi aHami3y 3arpo3, iCHyIOUHMX B CUCTEMI BPa3JIMBOCTEH,
e¢()EeKTUBHOCTI BXKE€ peai30BaHUX 3aXOJIB 3aXUCTy I BCIX PECypcCiB, IO
H1JUISITal0Th 3aXUCTY, MaroTh OyTH OIlIHEHI pU3MKU. PU3MK sABIIg€ cO00I0 (PYHKIIIO

14



WMOBIpPHOCTI peaiizallii IMEeBHOI 3arpo3u, BHAY 1 BEJIMYUHHM 3aBJaHUX 30UTKIB.
Benmnunna pusuky Moxke OyTH BUpaKe€Ha B T'POIIOBOMY BUMIpI ab0 y BUIVIAL
dbopmaabHOI OIIHKK (BUCOKWMM, HU3bKUM 1 T. 1H.). Ha mijgcraBi BUKOHAHOI poOOTH
MaioTh OyTH BUPOOJICH] 3aX0U 3aXUCTY, IEPETBOPEHHS AKUX B KUTTA JO3BOJUIO O
3HU3UTH PIBEHb OCTATOYHOI'O PHU3UKY A0 MpHHATHOrO piBHA. IlizcymkoM maHoro
eTaly poOiT MoBMHHA cTaTh cHOpMyJIbOBaHA a00 CKOPUTOBaHA MOJIITUKA OE3MEKH.

Ha migcraBi mpoBesieHOT0 aHami3y pU3HKIB CHOPMYTHLOBAHOT MOJTITHKHA OE3MEKH
PO3POOISAETHCS TIAH 3aXUCTY, KW BKJIIOYA€ B ce€OE OMUC MOCHTIOBHOCTI 1 3MICTY
BCIX cTamii 1 etamiB kurteBoro Iukiny KC3I, mo MaroTh BiAmoBimatu cTamisM i
eranam >kutteBoro nukiy AC. BapTicTe 3axoaiB mojo 3axucty iHdopmarlii mae
OyTH aJIeKBaTHOIO PO3MIPY MOKIIMBUX 30UTKIB.

7.2 OCHOBHI NPUMHIUIIM KEPYBAHHSA 0CTYIIOM

7. 2.1 be3nepepBHMI 3aXHCT

3axuct iHpopMalii MOBUHEH 3a0€3Me4yBaTHCh MPOTATOM BCHOTO MEpIoAy ii
icHyBaHHs. 3 MOMEHTY cTBOpeHHs 00'ekTa KC ab0 1oro iMmnopTy 10 CUCTEMHU 1 ax 10
MOro 3HUIIEHHS a00 €KCIOPTY 3 CUCTEMH BCl 3alMTH Ha JOCTYII 10 00'ekTa 1 00'ekTa
Ha JOCTYI JIO 1HIIKUX 00'€KTIB MaroTh KOHTpoJroBatucs K33.

[lepmmii acnexT, M0 BUILUIMBAE 3 I[OTO MPUHIUITY, — 1€ HEOOXITHICTh TOTO,
00 aOCOJIIOTHO BCl 3alMUTH Ha JOCTYN J0 00'ekTiB KoHTpomoBaiuch K33 1 He
ICHYBaJI0O MOXJIMBOCTI OOMUHYTH 1€ KOHTpOJb (oaepxaTtu aoctyn B o0xia K33).
st 3axucty 06'extiB K33 moBuHEH B mepiry dyepry 3a0e3neuyBaTi CBOO HUIICHICTD
1 KEpOBaHICTb.

Jpyrum aciekToM € Te, o 0co0JIMBE 3HAaUeHHSI HAa0yBa€ BU3HAYEHHS JII0YUX 32
YMOBUYAHHSIM TpaBWJ, SKI BHU3HAYAIOTH MOYATKOBI YMOBH, 32 SIKHX TOYHWHAETHCS
icHyBaHHs 00'exTa Bcepenuni KC.

7. 2.2 ArpulyTH 1ocrymy

Jlst peanizarii momituku 6e3neku K33 moBuHEH 3a0€3MeunTH 13011110 00'€KTIB
BCepenrHl cepu YMpaBIiHHA 1 TapaHTyBaTH PO3MEXKYBaHHsS 3alUTIB JOCTYMY 1
KepyBaHHA NOoToKamH iHpopMallii Mk o0'ektamu. st mporo 3 o0'ekramu KC mae
Oyt mnos's3aHa iHdopmaiis, mo npo3oisia 6 K33 imentudikyBatu 00'exkTH 1
MIePEBIPSITH JICTAJIbHICTh 3aMMUTIB JOCTyNy. Sk Taka iHpopMarlis € aTpuOyTH JIOCTYIy.

Koxuuit 06'ekt KC nmoBuHeH maTH TNeBHUM HaOip aTpuOyTiB AOCTYNy, SKHii
BKJIIOYAE YHIKIBHUHN 1IeHTH(IKATOP Ta 1HINY 1H(GOpMAIIit0, 1110 BU3HAYA€E HOTO MpaBa
JoCTyny 1/ab0 mpaBa JOCTymy A0 HbOro. ATpuUOYT AOCTYymy —  TEpPMIH, IO
BUKOPUCTOBYETHCS ISl OMUCY OyJlb-iKoi 1H(opMaIlli, sika BUKOPUCTOBYETHCS TPU
KEepyBaHHI JOCTYNOM 1 3B'sS3aHa 3 KOPUCTyBayaMH, IpoiecamMd abo0 MacCHUBHUMH
o0'extamu. BiamoBigHicTh aTpuOyTIB 1OCTYIy 1 00'€kTa MOXe OyTH SIK SIBHOIO, TaK 1
HESBHOIO. ATpuOyTH NOCTyITy 00'€KTa € yacTHHOIO Horo nmoganHs B KC.

Konu kopuctyBadi abo mpoiiecu HaMararoThbCsi OJepKAaTH JOCTYI 0 MaCUBHUX
00'€eKTIB, MEXaHI3MH, L0 PEai3yl0Th KEPYBaHHS JOCTYIOM, Ha IiJICTaBl MOJITUKU
Oe3meku 1 MepeBIipKUM aTpuOyTIB JOCTYMY MOXKYTh "HIPUMHATH pilIeHHS" Mpo
JeraibHICTh 3anuty. BukopucroByroun Habip aTpuOyTiB JOCTYIY BIAMOBIIHO O
NPUMHATOI MOJITUKK O€3MeKH, MOXKHA pealli3yBaTd JIOBipUe KEpyBaHHS JIOCTYIIOM,
aJAMIHICTpaTHUBHE, KOHTPOJIb 3a LUIICHICTIO Ta 1HII BUIW KEPYBAHHS JOCTYTIOM.
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Hns  BimoOpaxkenHs (QynkuionanbHocti KC 'y  mpoctip, B SKOMYy He
PO3MIISIIAIOTHCS TPaBa BJIACHOCTI, BUKOPUCTOBYETHCS KOHIIEMI[SE MATPUIIl JTOCTYILY.
Martpuist 10CTyIy sIBJIsIE COOOK0 TAOIMITO, Y3I0BX KOXKHOT'O BUMIPY SKOT BIAKIaACHI
inertudikatopu 00'extiB KC, a B IKOCTI eleMEHTIB MaTpHIll BUCTYNAIOTh JO3BOJICHI
abo 3a00pOHEHI pPEeXUMHU JOCTymy. MaTpuusg IocTymy Moxe OYyTH JBOMIPHOIO
(HampuKiIaa, KOpHCTyBadi/macuBHI 00'€ekTH abo Mpoliecu/macuBHI 00'€ekTH) abo
TPUMIPHOIO (KOPUCTYBayl/mporecu/nacuBHi 00'ekT). MaTpuils 1octyny Moxe OyTH
MOBHOIO, TOOTO MICTUTH B30BXK KOXKHOI 3 OCEH 1IeHTU(]PIKATOpH BCIX ICHYIOUHX Ha
nanuit yac o0'exktiB KC manoro tumy, abo yactkoBoro. [loBHa TpumipHa MaTpHIIs
JOCTYMY J03BOJIIE TOYHO OMHUCATH, XTO (1ACHTU(IKATOP KOPUCTyBauda), 4epe3 IIo
(imentudikarop mpoiecy), 10 4oro (iIeHTUPIKaTop MacUBHOro 00'€KTa), KU BUJ
JIOCTYITY MOKE OJIepKaTH.

7. 2.3 JloBipue i aaMiHICTPATHBHE KePYBAHHS A0CTYIIOM

[lix AOBipYMM KepyBaHHSM JIOCTYIIOM CIIiJ PO3YyMITH Take KEpPyBaHHS, MpH
AKOMY 3acoOM 3aXHMCTy JO3BOJISIIOTh 3BUYAWHUM KOPUCTYyBayaM YIPABISITH
(TOBIpSIIOTH KEpyBaHHS) IMOTOKaMH iHdopMalii MiX I1HIIMMHA KOpPHUCTyBauyaMmH 1
o0'ekTaMu CBOTO JOMEHY (HAmpWKJIaa, Ha MiJACTaBl MpaBa BOJOJIHHS 00'€KTamm),
TOOTO TpU3HAYCHHS 1 Mepefavya MOBHOBAXKEHb HE BUMArarOTh aJIMIHICTPATHUBHOTO
BTpYyYaHHS.

AMIHICTpAaTUBHE KEPYBAHHSIM JOCTYIIOM — 1€ TaKe KepyBaHHS, IPU SKOMY
3acO0M 3aXUCTY JO3BOJISIIOTH YMPABIATA MOTOKaMH 1H(POpMAIlii MK KOPUCTYBadaMH
1 o0'ekTamMM TUIBKM CIIEIIAIbHO AaBTOPU30BAaHUM KopucTyBauaM. [Ipukiamom
peamizauii aAMIHICTPATUBHOTO KEPYBAaHHSIM JOCTYIIOM MOXE CIYXUTH MEXaHI3M,
KOJIM Y BUIJISAL aTpuOyTIB JAOCTYIy BHUKOPHCTOBYIOTHCS MITKH, IO B1IOOPa’KalOTh
Mipy KOHG1AeHIIHHOCTI 1H(opMalii (00'ekTa) 1 piIBEeHb IOMYCKY KOpHUCTyBaua. Takum
ynHoM, K33 Ha mijacTaBi NOpIBHSIHHS MITOK 00'€KTa 1 KOPUCTYBauya MOYKE BU3HAYUTH,
YU € KOPUCTYBaY, 110 3aMUTy€E 1HPOPMAIIit0, aBTOPU30BAHUM KOPHUCTYBAUEM.

Cucrema, 1o peaiidye aaMIHICTPAaTUBHE KEpyBaHHA JOCTYIIOM, IIOBHHHA
rapaHTyBaTd, W0 TMOTOKA 1H(OpMAIl BCEpPEAWHI CUCTEMHU YCTAaHOBIIOIOTHCS
aJIMIHICTPATOPOM 1 HE MOXKYTb OyTH 3MIHEHI1 3BUYATHUM KOPUCTYyBayeM. 3 1HIIIOTO
OOKy, cUCTeMa, 110 pealli3ye JOBipYEe KEPYBAHHS JOCTYIIOM, J03BOJISIE€ 3BUUAHOMY
KOpUCTyBaueBl MOAMGIKYBaTH, B T. Y. CTBOPIOBATH HOBI MOTOKW 1H(OpMAIlii
BCEPEIMHI CUCTEMH.

CtBOpeHHSI JIOJATKOBUX TOTOKIB 1H(opMaiii Moxe OyTH 3yMOBIICHE:
MoaudiKalli€ero aTpuOyTIB JIOCTYIy KOPHUCTyBaya, MpoIEecy ado MacuBHOrO 00'€KTa;
CTBOPEHHSAM HOBHMX OO0'€KTIB (BKJIIOUAIOYM KOMIIOBAHHS ICHYIOYMX); €KCIIOPTOM abo
IMITIOPTOM 00'€KTIB.

CrajicTbs aTpuyTiB 10CTYIy

k1o cucreMa peasnizye aAMIHICTPATUBHE KEPYBaHHS JTOCTYIOM, TO 3BUYAHHUI
KOpHCTYBa4 HE MOBHHEH MAaTH MOJIIHMBOCTI HI 3a SKMX YMOB 3MIHIOBaTH aTpuOyTu
noctymy 00'ekta. TakuM YMHOM, SIKIIO TOJITHKAa MOTOKIB 1HQOpMaIli, CTBOpeHa
aJMIHICTPAaTOPOM, BU3HAYA€E, IO JIBa KOPUCTYBa4a HE MOXYTh PO3AUIATH (CHIIBHO
BUKOPHUCTOBYBATH) 1H(GOPMAIIIIO, TO KOJICH 3 HUX HE CIIPOMOKHUM TIepeaTH 1HIIOMY
KOPHUCTYBau€Bl CBOT MOBHOBAKEHHSI 1100 JOCTYIY JI0 ICHYIOYOT0 00'€KTA.
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I nHaBmaku, cucrtema, IO peani3ye JOBIpYE KEpPyBaHHS JOCTYIIOM, MOXKE,
HaIpUKIIaa, BIAMOBIIHO JO IMOJITAKK OE3MEeKH HaaaTh 3BUYAMHOMY KOPHCTYBAaudeBl
MOXJIMBICTh 3MIHIOBaTH aTPUOYTH IOCTYIy 00'€KTa, 10 HAJICKUTh HOMY.

CTBOpeHHs1 HOBHUX 00'€KTIB

Skmo cuctema peaiizye aaMiHICTpaTUBHE KEpyBaHHS JOCTYNIOM 1 MOJIITHUKA
NOTOKIB 1H(OpMallii, CTBOpEHa aJAMIHICTPATOPOM, BU3HAYAE, 1110 JBA KOPUCTYBaul HE
MOXXYTh PO3AUIATH 1H(POPMAIIIIO, TO KOJIEH 3 HUX HE MOBHHEH OYyTH CIPOMOKHHIMA
CTBOPUTH 00'€KT, JOCTYNMHUN 1HIIOMY. J[0JJaTKOBO MOBHHHI ICHYBaTH IMpaBWia AJis
BU3HAUEHHS (3aBAaHHA) aTpuOYTIB JOCTYIy, IO MalOTh IPUCBOIOBATHUCH OO0'€KTY,
0JIep’)KaHOMY KOITIIOBaHHSM 1CHYHOYOTO.

I naBmaku, cucTema, IO peani3ye IOBipu€ KepyBaHHS JJOCTYIIOM, MOXKeE
BI/IMOBIHO JIO MOJITUKU O€3MEKH HAaJaTH 3BUYAHOMY KOPHUCTYBAay€Bl MOJKJIUBICTh
BJIAIITOBYBATH aTpHOyTH MOCTYIy Ui 3HOBY CTBOpeHoro o0'ekTy. Hampukmnan,
CHUCTeMa MOK€ JTO3BOJIATH TBOPIIO 00'€KTa 3a3HauaTH KOPHUCTYBAdiB, IIO0 MOXYThb
MaTH Mpapa JA0CTYIy A0 00'eKTa.

Excnopr i iMmnopr 06'ekriB

Sxio cucreMa peanizye aaMiHICTpaTUBHE KEPYBaHHS JOCTYIIOM, TO aTpUOyTH
JTOCTyNy 00'€KTa MarOTh 30epiraTuch MmijJ yac MOro eKCIopTy Ha 30BHINIHIA HOCIH.
JlonaTkoBO  TIOBMHHI ICHYBaTH MpaBWiIa JUisl TPUCBOEHHS aTPUOYTIB JOCTYITY
IMITOPTOBAHOMY 00'€KTY.

I HaBmaku, cuctema, 110 peajizye OBipYe KEPYBAHHS JTIOCTYIIOM, MOKE HaJaTH
MOXJIMBICTh €KCIIOPTYBaTH 00'€KT O€3 30epekeHHs aTpuOyTiB moctymy. JlomaTtkoBo
MOXE€ ICHYBaTM MOXIIMBICTh IMIIOPTY 3BHYAalHUM KOpPUCTyBayeM 00'ekTa 3
HACTYITHUM MPUCBOEHHSAM MOMY aTpuOYTIB AOCTYyNy Ha po3cyn KopuctyBaya. [Ipote,
HaBITh BIMOBIAHO JIO MOJITHKH JAOBIPYOTO KEPyBaHHS JOCTYIIOM, aTpUOyTH JOCTYILY
o0'exTa MmiJ yac BUKOHAHHS JESKUX OTepalliii, HampuKIIai, Mg 4ac HOTro pe3epBHOTO
KOIIFOBAaHHA, MaioTh 30epiratucs. Skmo 00'ekT Oyae koim-HeOynb BiIHOBJIEHO 3
pe3epBHOI KOITii, TO HOTro aTpuOyTH JOCTYITY TaKOXK MalOTh OyTH B1JIHOBJICHI.

7.2.4 3a0e3ne4eHHSI MEPCOHAJBHOI BiIMOBIIAIBLHOCTI

Koxunuii cmiBpoOiTHUK 3 mnepcoHany AC wmae OyTd o3HalomJieHUH 3
HEOOXITHUMHU  TIOJIO)KCHHSIMU ~ TIOJITUKM  O€3MeKH 1 HECTH  MEePCOHAIbHY
BIIMOBIAANBHICTD 3a iX jojaeprkaHHs. [lomiTuka Oe3neku MOBHHHA YCTaHOBIIOBATH
00OB'SI3KM  CHIBPOOITHUKIB, OCOOJMBO THX, 10 MAaTh aJMIHICTPaTHUBHI
IIOBHOBQ)XEHHS, 1 BHUAW BIAINOBIJAJBHOCTI 3a HEBUKOHAHHA IIMX OOOB'SI3KIB. JSIK
IIPaBUIIO, 1€ 3a0€3MeUyETHCS B paMKaX OpraHi3alliiHuX 3ax0/1B O€3MEeKH.

Opnak, xonmu kopuctyBauy mpamoe 3 KC, To cucrema posrisgae Horo He sk
¢i13uuny 0c00y, a K 00'€KT, IKOMY MpUTaMaHH1 MEeBHI aTpUOYTH 1 MOBOKEHHS. Jliis
3a0e3neueHHs €PeKTUBHOCTI OpraHi3allifHUX 3aXOAiB HEOOX1JHA MiJITPUMKA 3 OOKY
nporpamHo-anmapaTHux 3aco0iB. Kowmmiekc 3aco6iB 3axucty KC mnoBuHeH
3a0e3neyyBaTu peecTpario il 00'€eKTiB-KOPUCTYBadiB IIOJAO BHUKOPUCTAHHS
pecypciB CHUCTEMHM, a TaKOXX I1HIIMX il 1 TOMAIM, sfKi Tak a00 IHAKIIE MOXYTh
BIUIMHYTU Ha TOTpUMaHHs peannizoBanoi KC momiTuku 6e3neKu.
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Cucrema mNOBMHHA HaJaBaTH KOpPUCTyBayaMm, IO MalOTh aJMIHICTPATHBHI
MOBHOB&)XECHHS, MOXJIMBICTh MPOIJISAaTH Ta aHaji3yBaTH JaHl peecTparii, Mo
MPECTABIAIOTLCS Yy BUTJISI JKYpHAJIiB peeCTpallii, BUIBIATH HEOE3MEUH1 3 TOUKHU
30py TMOJITUKM Oe3MeKkd TMOil, BCTAHOBIIOBAaTH iX MPUUYMHU 1 KOPUCTYBayiB,
BIJIMOBIIAJIbHUX 32 TIOPYIICHHS TIOJITUKHA OE3TEKH.

7.3 lHocayru Ge3nexun

3 Toukm 30py 3abesmeuenHs Oesneku iHMopmarli KC ab6o K33 moxna
po3rasaaty sk HaOilp ¢yHKIioHaNbHUX nocayr. KoxkHa nociyra siBise co6oro Halip
GbyHKIIIH, 110 TO3BOJISIOTH MPOTUCTOATH JESAKI MHOKHHI 3arpo3.

IcHye meBHUI mepenik MOocayr, Kl Ha MiJCTaBl MPAaKTUYHOTO JOCBIAY BU3HAHI
“kopucHUMU 1J1s1 3a0e3nedeHHs1 Oe3neku iHpopmarllii. Bumoru no peanizaiii qaHux
nocnyr HaBeaeHi B HJ[ T31 2.5-004-99. Bumoru 10 GyHKIIIOHATEHUX MOCITYT PO30UTI
Ha YOTHUPHU TPYIH, KOXKHA 3 SKUX OMUCYE€ BUMOTH JIO0 TOCIYT, IO 3a0e3MedyloTh
3aXMCT BIJ 3arpo3 OJHOTO 3 YOTUPHOX OCHOBHHMX THUIIB: KOH(QIICHIIIHOCTI,
IUJTICHOCTI, TOCTYMHOCTI Ta CIIOCTEPEKEHOCTI.

3rinHo 3 KpurepisiMu, KOKHA MOCIyra MOKE BKJIOUATH JIEKUIbKa pIBHIB. Unm
BUIIIE PIBEHb IMOCIYTd, TUM IIOBHIIIE 3a0€3MeYyeThCs 3aXUCT BiJl MEBHOTO BHUIY
3arpo3. [is KoKHOI mociyrd NmoBUHHA OyTH po3poOjieHa MOJITHKA OE3IeKH, sKa
oyne peamizoBana KC. Ilomitmka Oe3nekw Mae BH3HAYaTH, JIO0 SKUX OO0'€KTIB
3aCTOCOBY€EThCSl mociyra. Ilsg Bu3HaueHa TMIIMHOXKHMHA OO0'€KTIB HA3UBAETHCS
3aXMIIEHUMHU 00'€KTaMH BITHOCHO JaHOT OCITYTH.

7.4 I'apanTii

Kpim dyHKITIOHATEHUX KPUTEPIiB, IO JTO3BOJISIIOTH OI[IHUTU HASIBHICTBH MOCITYT
oesnekn B KC, Kputepii MicTITh KpuTepii rapaHTii, sSKi JO3BOJISAIOTH OI[IHUTH
KOpPEKTHICTh peamizamii mocayr. Kputepii rapaHTiii BKJIIOYalOTh  BUMOTH JI0
apxitexktypu K33, cepegoBuiiia po3poOKu, MOCIIAOBHOCTI PO3pOOKH, BUMPOOYBAHHS
K33, cepenoBumia ¢yHKIIOHYBaHHA 1 eKCIUTyaTamiitHoi nokymenTanii. B Kpurepisx
BBOJUTHCA CIM PIBHIB TapaHTii, fKl € lepapxXiYHUMU. lepapxis piBHIB TrapaHTii
BIIOMBAE MOCTYNOBO HAPOCTAIOUy Mipy YINEBHEHOCTI B TOMY, IO TOCIYTH, SKI
HAJAI0ThCS, J03BOJISIIOTH MPOTHUCTOATH MEBHUM 3arpo3aMm, a MEXaHI3MH, L0 iX
peani3yioTh, B CBOIO Yepry, KOPEKTHO peali3oBaHi, 1 MOXYTh 3a0€3MedyuTH
OUIKYBaHUU CIIO’KMBAa4YeM pPIBEHb 3aXUIICHOCTI iHPopMarlii mija yac ekcruryaramnii KC.

["apanTii 3a0e3neuyroThes K B MpoLeci po3poOKu, Tak 1 B mpoiieci OLiHKH. B
mporieci po3poOKHu rapanTii 3a0e3MeuyoThCs AiSMUA pO3pOOHUKA TT0I0 3a0€3MEUCHHS
IPaBUJIBHOCTI (KOPEKTHOCTI) po3po0ku. B mporieci omiHku rapanTii 3a0e3MneuyoThes
INUSIXOM TEPEBIPKU  JOJACPKaHHS pO3poOHMKOM BuUMor KpurepiiB, aHamizy
JOKyMEHTAIlli, TpoIieAyp PO3pPOOKH 1 MOCTAYaHHSI, a TAKOXK THITUMH JIISIMU €KCIIEPTIB,
SK1 IPOBOSATH OIIHKY.

8 OcHOBHI NpUMHUMIIK peaJti3alil IPOrpaMHO-TEeXHIYHHMX 32C00iB

8.1 ®yHKuii i MeEXaHi3MH 3aXHCTY

OCHOBHMMH 3aBIaHHSIMU 3ac001B 3axucTy € 130 00'exTiB KC BcepenuHi
chepu KepyBaHHs, epeBipKa BCIX 3aMUTIB JOCTYITY A0 00'€KTIB 1 peeCcTpallis 3aruTiB
1 pe3ynbTaTiB iX MepeBipku 1/a00 BUKOHAHHA. 3 OJHOTO OOKY, Oy/ib-SKa eJIeMeHTapHa
byHKIis Oyap-SKOi 3 TOCIYT, M0 pPeali3ylThCs 3aco0aMM 3aXHUCTy, MOXKE OyTu
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BiJIHECeHA 710 (DYHKIIIHM 13011111, mepeBipku abo peectpailii. 3 iHIIOro 60Ky, OyIb-sgKa
3 (pyHKIIIH, 10 peaizyrThcsa 3aco00aMu 3aXUCTy, MOXKe OyTH BigHeceHa A0 (QyHKIIIN
3a0e3meuyeHHsT KOH(IICHIIMHOCTI, UUIICHOCTI 1 JOCTymHOCTI iHdopmalii abo
kepoBaHocTi KC 1 criocTepekeHOCTI /11l KOPUCTYBaviB.

Koxna ¢ynkiiss Mmoxke OyTu peamizoBaHa OAHUM a00 OUIbIE BHYTPIIIHIMU
MexaHi3MaMmH, 1o 3anexaTth BiJ KoHkpeTHoi KC. Bognouac omui # TI K cami
MEXaH13MHU MOXYTb BUKOPHMCTOBYBATUCH JJIs pealizallii Kijbkox nociyr. Hanpukiagn,
JUIsl pO3pOOHMKA CIYIIHO peali3yBaTH 1 aJMIHICTpPAaTHBHE 1 JOBIpYE KEpyBaHHS
JOCTYTIOM €IMHUM HAaOOPOM MEXaHi3MiB.

Peanizaiiss mexani3MiB Moxe OyTu aOCONOTHO pi3HOw. Jlns peamizarii
GyHKLIA 3aXUCTYy MOXYTh BHUKOPUCTOBYBAaTHChH IporpamMHi abo amaparHi 3acoow,
KpunrorpadiuHi nepeTBOPEHHs, pi3HI METOU NEPEBIPKU MOBHOBAKEHb 1 T. 1H. Bubip
METO/[IB 1 ME€XaHI3MIB MPAKTUYHO 3aBXKJIU 3aJMIIAETHCSA 32 PO3POOHUKOM. €IMHOIO
BUMOTOI0 3QJIUIIAETHCS T€, MO0 (YHKINT 3aXUCTy OyJIM peanizoBaHi BIAMOBIIHO 10
JIEKJIApOBAHOI MOJIITUKU OE3MEKU 1 BAMOT TapaHTIi.

Jlnsg  peamzanii MNEBHUX MOCIYT MOXYTh BHKOPUCTOBYBATHCh 3aco0u
KpUNTorpadiaHoro 3aXHCTY. Kpunrorpadiuni NEePETBOPEHHS MOXKYTb
BUKOPUCTOBYBATUCH O€3MOCEpeHBO JUIsl 3aXUCTy TEBHOI 1Hdopmarlii (Harmpukiaj,
npu peanizaiii mocayr KoH]igeHIiitHoCcTl) a00 MATPUMYBATH Peali3aliio MOCITyTH
(HampukiIan, mpu peamisaiii mociayru igeHtudikamii 1 aBTeHTHIKaMil). 3riaHO 13
aKOHOJIAaBCTBOM CTBOPEHHSI MEpEeJiKy BUMOT, cepTudikaiis 1 aTecTallisi CHCTEM
mupyBaHHS TMOKIAJAETHCS HA BIJMOBIIHUNA YINOBHOBAKEHUNM OpraH BHKOHABYOI
Bnaau. g gisbHICTE pernameHTyeTbea “IloyoxkeHHsSM Tpo MOpSAIOK 3A1MCHEHHS
KpUINITOrpadiuHOro 3aXUCTy 1HPpopMalii B YKpaiHi™.

8.2 Peanizanisa koMIuiekcy 3aco0iB 3aXUCTy

o peamizanii K33 npen'siBiasieTbest psii BAMOT.

[To-mepmie, K33 moBuneH 3abe3neuyBatu OesnepepBHuid 3axuct 00'extiB KC.
He moBuHHO iCHYBaTH MOXJIHMBOCTI ozxepxkatu aoctyn 10 00'ektiB KC B 00xig K33.
K33, mo peanizye nomtuky 06e3neku, Mae 0yt 0e3nepepBHO 3aXUIIEHUH BiJl 3JI0MY 1
HecaHkIiioHoBaHoi moaudikartii. XKoana KC, mo peanizye GyHKIIIT 3aXUCTy, HE MOXKE
BBa)KaTHUCh TAKOI0, AKIO 0a30Bi amaparHi 1 IPOrpaMHi MEXaHi3MH, 10 PEeali3yoTh
MOJITUKY O€3MeKu, caMi € CyO0'eKTaMu IS HecaHKIioHOBaHOT Mojaudikalii ado
3aMIHHU.

[To-npyre, K33 noBuHeH Matu MOAyNbHY CTpyKTypy. Ha piBHI po3risay
apxitexktypu KC "monynpHicTh" 03Hauae, mo K33 Mae Oytu peasnizoBaHuid K HaOIp
BITHOCHO HE3aJeKHUX 4YacTWH. KokHAa 3 IIMX YacTUH TOBHMHHA B3AEMOJISATH 3
IHIIMMHU TUTBKH Yepe3 100pe BU3HaueH1 inTepdeiicu. Ha piBHI po3risay apXiTeKTypu
K33 "monynpHicTh" 03Hauae, mo K33 mae OyTH cripoeKToBaHO K HaOIp JIOTTYHUX
rpyn NPOrpaMHOTro 1 amapaTHOro 3a0e3NeyYeHHs Tak, 00 KO)KHa Tpyla BUpillyBaia
neBHi 3apmands. Jlnsa 13, Hampukmanm, B TPOCTINIOMY BUMAIAKY i UM CIIJ
po3yMiTH, MmO TOMIOHI (YHKIT MaloTh OyTH 30CEpeIKEHI B TEBHUX BHXITHUX
daitnax. [lig >KOPCTKIINIUMU BUMOTAaMU CJIIJI PO3YMITH BUKOPHUCTAHHS MPUXOBAHHS
JAHUX, THKATCYJIAIIl Ta 1HITUX MEXaHI3MIB, 1110 JO3BOJIAIOTh MAaTH BIIEBHEHICTh, 1110
KOKHHUM MOJIyJib BUPIIIYE €IMHE 3aBJaHHS 1 110 BCl JaHi, SKUMHU BiH orepye, ado
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BU3HAUYEHI BCEPEMHI 1 IOCTYIHI K JOKadbHI, a00 MepearoThCs K mapaMmeTpu adbo
CXOXMM 4YMHOM. ByJb-sika B3a€MoJlisi M)XK KOMIIOHEHTaMH MOBUHHA 3/11MCHIOBATHUCH
TUIBKU Yepe3 BiJIOMI 1 onucaHi kaHanu (iHTepdeiicu). OCKIIBKY HE B YCiX BUIAIKaX
e MOXJHMBO, TO 3a YyMOBU 3a0e3leueHHs BIJMOBIAHMX TapaHTI peamizamii
BUKOPUCTAHHS TJOOANBbHUX 3MIHHUX JOIYCKAEThCS, XOU 1 HE PEKOMEHIYETHCS.
[Tocunenns Bumor 10 moxynbHocTi K33 npuBoauts 10 HeoOxinHocTi nooynosu K33
BIJIMOBITHO JI0 TIPUHIIMIIIB MOIIapoBoi apxiTektypu: K33 Mae Oyt cCripoeKTOBaHO 5K
HaOlp rpyn (GyHKIiN (mapiB), MO B3a€EMOJIIOTh TUIBKH 3 CYCIIHIMH HIDKHIM 1
BEPXHIM IIIapaMHU.

8.3 Konuenuis nucneryepa 1ocrymy

[Tpu peanmizamii K33 BUKOpUCTOBYETHhCS KOHILEMIS aucnerdepa aoctymy. Ll
KOHIICMI[IE HE €IUHO MOXJIMBUM METOJ, NPOTE€ € HaWOLIBII OMpalbOBaHOO
TEOPETUYHO 1 EPEBIPEHOIO0 HA MPAKTHUIII.

Jlucretuep JOCTYMy XapaKTepU3y€eThCs TphoMa aTpuOyTaMu:

- 3a0e3neuye Oe3nepepBHUM 1 MOBHUM 3aXKUCT;

- IOCTOBIpHUM (3aXUIIEHUH B Moaudikariii);

- Ma€ HEBEJIUKI PO3MIpH.

[le o3navae, MO0 aUCIETYEP AOCTYIY Ma€ OyTH 3aBXKIU aKTUBHUM 1 MOBHHEH
KOHTPOJIFOBAaTH BCl 3alUTH Ha JOCTYN N0 OyAb-SIKOTO 3aXHINEHOT0 O00'€KTa, SKHi
niggaeTbes BIUIMBY. [lucnerdyep noctymy mae OyTH 3aXUIIEHHUN BiJl Moaudikallii, 1mo
JUIS. TIpOrpamMHOi peaiizaili 3BHYaWHO BBa)kaeTbes 13oiisiriero gomeny K33 Bin
JIOMEHIB IHIIUX TporeciB. [, HapemITi, JucneT4yep JOCTYIy TOBUHEH MAaTH HEBEIHUKI
po3mipu, o0 koA (peanmizailisi) OyB 3pO3yMUIUM 1 HOTO MOKHA OYJIO MEpPEBIPUTH B
npoueci omiHku. TepmiH "HeBenukuil" (abo "miHiMizoBaHuil ") € BigHOCHMM. Ha
IPaKTULI 1€ O3HaYyae, 10 JUCIET4Yep JOCTyNy HE MOBHUHEH ckianatu Bech K33, a
MOBHUHEH BKJIFOYATH MIHIMaIbHO HEOOXiAHUI HaOip MeXaHi3MiB, M0 0e3MmocepeTHbO
peanizyroTh MEePEeBIPKY JETAIBHOCTI 3aMUTIB HA JOCTYII 1, MOKJIUBO, PEECTPALIIIO LIUX
3aMuTIB.

['onoBHa wMeTa gucneTdyepa JOCTynmy —  3a0e3MedyeHHs BiIOMOI TOYKH
MPOXOJKEHHS BCiX 3anmuTiB Beepeaudi KC 1 mocsirHeHHs rapaHTii TOro, 10 MOTOKH
iHpopMmarlii MK 00'€eKTaMU-KOPUCTyBauyaMH, OO0'€KTaMHU-TIPOIIECaMU 1 MACHBHUMU
00'eKTaMu BIAIIOBIIAIOTH BUMOTaM IMOJITUKA O€3IIEKU.

Knacuynuii mornsn Ha AUCHETYEp NOCTYIY MOJISATa€ B TOMY, IIO BiH CIY>KHUTb
Oap'epoM Mk 1HpOpMAIIi€IO, 10 AKOT X0U€ OJIEp>KATH JIOCTYI KOPUCTYBad, 1 CAaMUM
KopucTtyBaueM. Jucneruep goctyny A03BoJisie a00 3a00pOHsIE JOCTYI BIAMOBIAHO J10
TOTO, YA € 3aMUT aBTOPU30BaHUM. PilieHHs MpuiiMaeThCcs Ha MIACTaBl MEPEBIPKH
aTpuOyTIB JOCTYMY KOPHCTYyBaya, MPOLECy 1 MaCUBHOTO 00'€KTa.

VY3aranbHEHHAM KOHLEIII JUCHEeTYepa IOCTYNy € 1ed repMeTu3alii, Koiu
KOXXHUH 00'€KT IK OM reépMETU30BAHO JUCIETYEPOM JOCTYITY, 10 YTBOPIOE HABKPYTH
HBOTO HEMPOHUKIY 000J0HKY. KUTbKICTh 3aXHIeHux (110 3HAXOISATHCS BCEPEIMHI
000JIOHKH) OO0'€KTIB MOK€ Bap’IOBATHUCh BIJl OJHOTO 00'€KTa 1O BCIX O0O0'€KTIB
cucteMu. Take MOJaHHS € PO3UIMPEHHIM KJIACUYHOTO MIAXOY Jisi PO3MOAUICHUX 1
00'€KTHO-OPIEHTOBAHUX CUCTEM.
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Mertoau peanizalnli KOHLEMIIT JUCIETYepa JOCTYNY MOXKYTh OyTH PI3HUMHU.
HezanexxHo Bij peanizalii Aucnerdep AOCTYIY MOBUHEH 3a0€3MeYUTH HEMOKIIUBICTh
nocTynmy g0 o0'ekta B 00XiJ MeEXaHI3MIB 3aXHCTy, MEPEBIPKY HASIBHOCTI Yy
KOpHUCTyBada 1/ab0 Mporecy mpaB JOCTymy A0 00'ekTa 1 peecTpamii MOAiH, Mo
BiOyBaloThcs. HaiOinbil mIMpoke PO3MOBCIOKEHHS — OJiepkaja  peajizallis
KJIACUYHOT0 MOMJISIAY Ha AUCHETYEP AOCTYIY, SIKa HA3UBAETHCS "SIIPOM 3aXHUCTY".
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