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TP NEMBH-95

TUMYACOBI PEKOMEHOALT
3 TEXHIYHOIO 3AXUCTY IHOOPMALLIT B BUTOKY KAHATTAMU
NOBIYHUX ENNIEKTPOMATIHITHUX BUNMPOMIHIOBAHb | HABOJOK

YuHHun Big 01 nunHg 1995 poky

MNany3b 3acTocyBaHHA

Llen HOpmMaTMBHUMN [OOKYMEHT Mpu3HaYeHUn NS opraHidauil  3axucTy
iHpopmauii 3 obmexeHuM [ocTynoM Yy 3acobax o0uucroBarnibHOI TEXHIKH,
aBTOMaTM30BaHUX CUCTeMax | Mepexax Bif BWUTOKY KaHanamum nobiYHuX
erieKTpoMarHiTHUX BUNpoMiHioBaHb i HaBoaok (MEMBH).

[MoNIOXXEeHHA UbOro AOKYMEHTa TUMYAacCOBi i NOLWMPIOTLCA Ha LeHTparnbHi i
MicLUEBI OpraHu [OepXaBHOI BMKOHaBYOI BMnagu, OpraHM BUKOHaABYOI Bagu
Pecnybnikn Kpum, micueBi Pagn HapogHux genyTtaTiB Ta IX OpraHu, Ha BiCbKOBI
YaCTUHM BCIX BIMCbKOBUX (POpPMYBaHb, Ha NigNPMEMCTBA, YCTAHOBU WU OpraHisauii
BCiX (popM BnacHOCTI, npeacTtaBHUUTBA YKpalHM 32 KOPAOHOM i rpoMagsH, siKi
BONOAIOTb, KOPUCTYIOTBCA Ta pPO3NOpsmXalTbCs iHpopmauieto 3 obmexeHum
AOCTYMNOM.

PoanopsigHukn (KopucTyBadi) KOHigeHUinHOT iHbopmauii, BumMora woao
3axXMUCTy 4KOI He BCTaHOBIIeHa 3aKOHOM, TMOJSIOKEHHS UbOro [AOKYMeHTa

3aCTOCOBYIOTb Ha CBill po3cyf.

(8miHa, Haka3 Al Big 03.11.2011 Ne93/[JCK)

3MiHM 3axodiB, BUKOHaHWX paHile BiANOBIAHO A0 BWUMOTr KepPiBHUX
AokymeHTiB [epxtexkomicii CPCP, He noTpibHo.

HopmaTuBHi nocunaHHA

[MONOXEeHHA MpPo TEXHIYHUM 3axuUCT iHgopmauil B YKpalHi, 3arBepaxeHe
noctaHoBoto KabiHeTy MiHicTpiB Ykpainu Big 09.09.04 N632.

1 TepMiHuM i BUBHAYEHHSA

1.1 Y uboMy OOKYMEHTI BUKOPUCTOBYIOTbCH BU3HAYEHHS, LLO BigMNOBiga0Tb
HaBegeHUM Yy [1oNoXeHHI NPO TEXHIYHMI 3aXUCT iIHdhopMaLii B YKpaiHi.



2 OCHOBHI NONOXeHHSA

2.1 TexHi4HOMY 3axucTy nignsrae iHopmauis 3 obmMexeHnM OOCTyrom,
HOCIAMUW SIKOI € NONA | CUrHanu, LWo yTBOPKOKWTLCA B pe3ynbTaTi pO60TU TEXHIYHMUX
3acobiB nepecunaHHs, obpobneHHdA, 30epiraHHA, BigobOpaxeHHA iHdopMauil
(T3II), a TakoX JOMOMIKHMUX TEXHIYHMX 3acobiB i cuctem (O T3C).

2.2 Oo T3l BigHOCATBLCS:

- 3acobu i cuctemm TenedoOHHOro, TenerpagHoro (TenetannHoro),
AVNPEKTOPCLKOro, rydHoMOBHOIO, AMUCMNETYEPCHKOro, BHYTPILLHLOrO, Cry>60Boro Ta
TEXHOJSOrYHOro 3B A3KY;

- 3acobu i cMcTeMun 3BYKONIACUITEHHS, 3BYKO3anncy Ta 3ByKOBIATBOPEHHS;

- MNPUCTPOI, WO YTBOPKITb [OUCKPETHI KaHanu 3B A3Ky: aboHeHTCbka
anapartypa i3 3acobamu BigobpaxeHHs Ta curHanisadii, anapatypa nigaBuULLEHHS
AOCTOBIPHOCTI NepecunaHHs, KaHanoyTBoptoBarbHa TOLWO;

- anapartypa nepeTBOpPeHHs, 0BpOBneHHsA, nepecurniaHHa i NPUMMaHHS
BigeokaHarnis, Lo MICTATb oakCUMISIbHY iIHGbopMaLLito.

T3MI MOXyTb 6YTM 3aXULLLEHUMU | HE3AXULLEHNMMW.

2.3 [1o AONOMIKHUX TEXHIYHUX 3ac0DiB i CUCTEM BiAHOCATbLCS:

- 3acobu i cuctemn crieuianbHOI OXOPOHHOT cuUrHanisauii (Ha BIOKPUTTS
ABepen, BIKOH Ta MPOHUKHEHHS L0 MNPUMILLEHHS CTOPOHHIX OCi6), MOXEeXHOol
curHanisauii (3 garymkamm, LWo pearyTb Ha UM, CBITNO, TENNO, 3BYK);

- cucTeMa 43BiHKOBOI cUrHanisaudii (BUKNUK cekpeTapsi, BXigHa curHanisawis);

- KOHTPOSIbHO-BMMIiptoBanbHa anapartypa (KBA);

- 3acobun i cuMcTeMM KOHOMUIOHYBAHHA (OaTyYMKM TemnepaTypu, BOJOroCTi,
KOHOMUioHEPNW);

- 3acobu i cuctemu NPoBIAHOT padioTpaHCALUIMHOI Mepexi Ta NPUAMaHHS
nporpam pagioMoBneHHa i TenebadeHHs (abBOHEHTCbKi ry4HOMOBLI CUCTEMMU
pafioMOBMEHHS Ta OMOBILLLEHHS, pagionpuiMmadi Ta Tenesisopwn);

- 3acobu i cuctemn roguHodpikauil (€nNeKTPOHHI TFOOVMHHWUKW, BTOPMUHHI
€NEeKTPOroANHHUKN);

- 3acobu i cUCTEMM eNEKTPOOCBITIEHHS Ta NOOYTOBOro enekTpoobnagHaHH4A
(CBITUNBHWUKK, NIOCTPU, HACTIMbHI | CTaUiOHaPHI BEHTUNATOPU, efieKTpoHarpiBasnbHi
npunagn, XxonogunbHWKW, nanepopisanbHi  MawuHKM, nNpoBigHa  Mepexa
€MEKTPOOCBITNEHHS);

- eJIEKTPOHHA Ta efleKTpuYHa oprrexHika.

AOT3C MoXyTb ByTH 3aXULLEHUMU | HE3AXULLEHNMMU.

24 EnemeHtn T3l Ta OT3C MOXYyTb SBAATU CODOK 30CEpPEKEHI
BMNagKoBi aHTeHW (anapaTypa Ta 1i 6nokn) abo posnoaineHi BMNagkoBi aHTEHM
(kabenbHi NiHii Ta nposoan).

3asHavyeHnMKn enieMeHTamMmm MoXyTb ByTu:

- KIHLEBI TEXHIYHI 3acobu i npunagu;

- KabernbHi Mepexi Ta po3BOAKM, WO 3 €QHYIOTb NPUCTPOI Ta 0bNagHaHHS;

- KOMYTaUiNHI IpUCTPOI (KOMyTaTOpK, KPOCK, BOKCK TOLLO);

- e/IEMEHTM 3a3eMIIEHHSA Ta ENEKTPOXUBIIEHHS.

2.5 T3ll, 3actocoByBaHi Anss o0OpobneHHs iHdopmalil 3 obMexeHUM
AOCTYMNOM, Ha3nMBalTbCA OCHOBHUMU TeXHIYHUMM 3acobamu (OT3).
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2.6 Pobotu i3 3axucty iHdopmauil 3 obMexeHUM [OCTYynoMm Big BUTOKY
kaHanamn [MEMBH cknagatoTbCca 3 oOpraHisauinHMX, NigroToBYMX TEXHIYHUX,
TEXHIYHMX 3axoAiB | KOHTPOSI0 33 BMKOHAHHAM 3axofiB TEXHIYHOro 3axucty
iHpopmadii (T3l) Ta 3a ePeKTUBHICTIO LIbOrO 3aXUCTY.

2.7 OpraHisauinHi i NigrotoByi 3axo4m WOAO TEXHIYHOro 3axmcTy iHbopmauii
NPOBOAATHCA OAHOYACHO i € NepLnM etanom pobiT, TEXHIYHI 3axoan - HACTYMHUM
eTarnom pobirT.

2.8 3axogn wopo T3l i KOHTponto 3a KMOro eqeKTUBHICTIO MOXYTb
BUKOHYBaTUCb OpraHisauisiMu, Lo mMarTb fiueH3ito [JepxaBHol cnyxon YkpaiHu 3
NUTaHb TexHiYHOro 3axucty iHdopmadii (ACT3l) Ha npaBo HagaHHA nocnyr y
ranysi T3l

3 KopoTkuin onuc moxxnuBoro BUTOKY iHcpopmauii kaHanamu NEMBH

3.1 MoXnuBi kaHanu BUTOKY iHpopMaLil yTBOPHOOTHLCS:

- HM3bKOYACTOTHUMU €ENEKTPOMarHiTHAMW MonNsiMu, SIKi BUHUKaKOTb Nig 4vac
pobotu T3ll Ta AT3C;

- nig yac snnuBy Ha T3l1l Ta AT3C enekTpu4HNX, MarHiTHUX Ta akyCTUYHUX
noni.;

- Mig Yac BMHUKHEHHS napa3nTHol BUcokovacToTHol (BY) reHepaui;

- Nig Yac npoxomkeHHa iHopMaTuUBHUX (Hebe3neyHux) curHaniB y Koni
eneKTPOXNBIIEHHS,

- Ni Yac B3aEMHOro BMNSINBY KiS;

- Nig Yac npoxXomKeHHa iHhopmMmaTuBHMX (HeGeaneyHux) curHanie y Koni
3a3eMJIeHHs;

- Nig Yac napasuTHOI MoAynsUil BACOKOYACTOTHOIO curHany;

- BHACnigoK XMBbHMX KOMyTaLin | HECaHKLIOHOBaHWUX AiN.

3.2 Iig yac nepecunaHHs iHopmaLii 3 0bMexxeHUM JOCTYNOM B enieMeHTax
CXEeM, KOHCTPyKLUin, niaBigHMX i 3'egHyBanbHMX MpoBoAax TEXHiYHMX 3acobis
NPOTiKalTb CTPYMU iHOPMATUBHUX (HebesneyHnx) curHanis. EnekTpomMarHiTHI
nosfid, WO BUHMKAKTbL MPU LbOMY, MOXYTb BMfMBATU Ha BWUMNaAKOBI aHTEHW.
CurHanu, NpUNHATI BUNAgKOBUMWU aHTEHaMW, MOXYTb MPU3BECTU O YTBOPEHHS
KaHanis BUTOKY iHpopmaLlil.

[bxepenamm BUHUKHEHHS enekTpoMarHiTHux nonis y T3l tTa AT3C MoxyTb
OyTn HeekpaHOBaHi NPOBOAM, PO3IMKHYTI KOHTYpPW, €NEeMEeHTU KOHTPOSbHO-
BUMIpIOBanNbHUX NpUnagiB, KOHTPOMbHI THi3ga Ha nigcunioBanbHMX 6nokax i
nynbTax, HeeKkpaHoBaHi KiHUEBI MPUCTPOI, NigcunioBadi MOTY)KHOCTI Ta JiHINHI
nigcuvnioBadi, TpaHcdopmaTopu, Apoceni, 3'€gHyBarnbHI NPOBOAM 3 BENUKUMMU
CTpymamMu, po3’emMu, rpebiHkK, rydHOMOBL, KabenbHi NiHil.

3.3 IHdopmaTmMBHI (HeBEe3MNeYHi) cMrHanM MOXYTb BUHMKATW Ha enemeHTax
TEXHiIYHMX 3acobiB, YyTNUBUX 4O BMANUBY:

- eneKTpPUYHOro nosnsi (HeekpaHoBaHi MPoOBOAM Ta e€feMEeHTU TEXHIYHUX
3acobiB);

- MarHiTHoro nons  (MIKpO(POHM, TrY4YHOMOBLi, TOSIOBHI TenedgoHu,
TpaHcopmMaTopun, KOTYLIKM IHOYKTUBHOCTI, ApOCesi, enekTpoMarHiTHi pene);

- aKycTuyHoro nons (MIKpOQPOHW, TY4YHOMOBLi, TrONOBHI TenedgoHw,
TpaHcopmMaTopun, KOTYLIKM IHOYKTUBHOCTI, ApOcesi, eneKkTpoMarHiTHi pene).
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3a HasABHOCTI B TEXHIYHUX 3acobax enemMeHTiB, 30aTHUX NepeTBoploBaTy L
NONS B €NeKTPUYHI CUrHanM, MOXIBUIA BUTIK iIHpopMaLil He3axnLLEeHMMKN Konamu
abOHEHTCbKMX MiHIN 3B S3KY, €EJIeKTPOXUBIEHHSA, 3a3eMJIEHHS, KepyBaHHS,
curHanisadii.

3.4 [MlapasuntHa BuMcokoyacToTHa reHepauia (MNBYl) y T3Ml ta AOT3C
BUHMKAE BHACMILOK caMO3bymKeHHS nigcunioBanbHUX NpUCTpoIB (aktnBHa MNMBYIN)
abo BHacnigok BiabUTTA cuUrHaniB Big KiHUIB NiHiKM 3B A3KY MiX nigcunioBadamMmu nig
Yyac nepexigHux npouecis (nacusHa MNBYI).

BucokoyacToTHIi mapasnTHi KONMBaHHA, MPOMOAYMbOBaHi iH(POpMaTUBHUM
(HebesneyHnm) curHanomMm 3a amnniTygor, 4YactoTow i asoto (aktusHa [NMBYIN)
abo 3a amnnitygow i yactoTtow (nacusHa [1BYI), cTBOPKOWOTL KaHam BUTOKY
iHbopmaLii.

MBYl yTBOpIOETLCA B enemMeHTax anapaTtypu, SKi OXOnSieHi HeraTMBHWUM
3BOPOTHMM 3B S3KOM i HEe MalTb AOCTaTHbOro 3anacy CTIMKOCTI, Y KiHUSAX NiHin
3B 43Ky MK MigcuntoBanbHUMU MPUCTPOAMU B MOMEHTU MNepeMuKkaHb 4epes
BUHUKHEHHS NepexigHnX NpoLeciB.

3.5 Y npoueci pobotn T3l Ta AT3C mMoxnmBuin BUTIK iHopMauil Yepes
pKepena enekTpoXMBIEHHS:

-y pes3ynbTaTi NPOXOMKEHHS iHopmaTMBHOIO (HebesnevyHoro) curHany
yepe3 TexHiYyHi 3acobu Ha BXiAHOMY OMOpi MOro [mKepena >XUBMAEHHS MOXe
BUHUKHYTW Hanpyra, WO Hece curHam, sIKMM MiCTUTb iHpopMaTUBHY CKNagoBy.
Uepe3 BUMNpsSMHUA NPUCTPIN  Ta CUNOBUA TpaHcdopmaTop uUen curHan
NOLLUMPHOETLCA MEPEXKEBUMM MiHIAMU 32 MEXI KOHTPOJSIbOBAHOI TEPUTOPIT;

- Nig Yac NpoOxXomXeHHA MOBHOIO CUrHany vyepes KiHUeBuir nigcunioBasnibHUN
NPUCTPIN MOXe MaTu Micue HepiBHOMIpHE CMNOoXWMBaHHA CTPYMY Big LKepena
XmeneHHa. CTpyM, WO CNOXMBAETBCSA NiACUIOBAYeEM BiL MepeXi >XMBMNEHHS,
MOXe B6yTu npomMoaynbOoBaHUK iHPOpPMATUBHUM (HEGE3NEeYHMM) CUrHanom, sKUK
NPOXOANTb Yepes nigcuniosav.

3.6 Tpacu kabenbHUX Kin, Wwo HecyTb 130, MOXYTb NpoKagaTUCcsa B OOHIN
kabenbHin KaHanizauil 3 He3axuweHnmn kaHanamu T3l ta AT3C i npoxoantun
yepes chifbHi NPOTSXKHI KOPOBKK | Wadwn.

Mg 4Yac nepecunaHHa iHOpPMaTUBHOIO (HeGe3nevyHoro) curHany OAHMM
KONMOM Yy CYCigHiX Konax - 3a IX napanesnbHOoro npobiry - 3 aBnsTbCA CTPYMMU,
HaBedeHI BHaCMIgQOK enekTpoMarHiTHoro BrnuBey. [lepexid enekrpomMarHiTHOI
eHepril 3 04HOro Komna B iHWe € MOXITMBUM KaHarioM BUTOKY iHpopmauii.

[bkepenamm yTBOPEHHS iIHPOpMaTMBHNX (HEBE3NEYHNX) CUrHaniB € OiNsHKN,
OXOMreHi BUMNagKoBUMM EMKICHUMMWU | MarHiTHUMMU 3B si3KaMU. TakMMKn OingHKamm
MOXYTb OyTW Bigpi3kM napanenbHoro npobiry niHin, wo HecyTb 1300, 3
He3axuLLEeHMU NiHIAMK, SKi YXOAATb 3a MeXi KOHTPOSIbOBAHOI TEPUTOPIT, NAIHTK
kabenbHi, WO cnyxaTb ANS KOMyTauil BUXIOHMX MiHIN Yy KpocaX, MOHTaXHi
KONOAKWN, po3’eMM ONOKIB, KOHTaAKTM NepeMukadiB Ta pene, BUKOPUCTOBYBaHi Ais
KOMyTaUil BUXiGHUX NiHir, 6510KK, WO 3a3Hal0Tb BNIMBY €MeKTPOMarHiTHOro nons.

3.7 BuTik iHdpopmaLii KONoM 3a3eMITIEHHA MOXe CTaTUCS 3 TaKNX MPUYNH:

- 3@ HassBHOCTI KOHTYpIB Y CUCTEMI 3a3€MIEHHS, KONW iICHYIOTb ABi YM BinbLue
TOYKM CMNOJSTydEeHHs Kin, wo HecyTb 130/, i3 3a3emnioBayem;

- BHAcCnigoOK HEeOOCKOHANOCTI eKpaHiB | BUHUKHEHHSA MapasuTHUX 3B SA3KIB.
BuTik MOXe nowmproBaTUCS SIK CUMETPUYHMMU, TaK | HECUMETPUYHUMU LINAXaMU.
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[bxepenom yTBopeHHs iHpopMaTnBHUX (HeBe3neyHnx) curHasis € enemeHTun
Kilm | CXem, SKWO Ui eneMeHTU 3HaxoOaTbCA Nig MoTeHuianoM Takux CurHarmiB i
BUXOOATb 3 EKPaHiB.

3.8 Tlig 4yac HagxoOKeHHSA BWUCOKOYACTOTHUX CUrHaniB y HeniHinHi (abo
napameTpuyHi) kona, wo Hecytb I130[, BigbyBaeTbca  Moaynsuis
BMCOKOYACTOTHOrO curHany. Takum 4YMHOM, BMCOKOYACTOTHI KONMBAHHSA CTalTb
HociaAMW IHopMaTMBHUX (Hebe3nevyHnx) curHasniB i CTBOPKOKTbL KaHasn BUTOKY
iHbopmaLii.

NMiHiamK, Ha aki nogaeTbest abo 3 AKMX 3HIMAETbLCS BUCOKOYACTOTHUIW CUrHan,
MOXYTb OyTM He3axulleHi NiHil 3B A3Ky, KOna enekTPOXWBIIEHHS, 3a3eMI1EHHS,
KepyBaHHA | curHanisauii, Koria, YTBOpPeHi napasnTHUMU 3B sA3KaMu,
KOHCTPYKTUBHMMW  enemeHTamun OyaumHkiB, cnopyn, obnagHaHHsa — Towo.
bxepenamu iHpopmaTmBHUX (HE6GE3NEYHUX) CUrHaniB € HeNiHiMHi pagioenemeHTn,
Ha SKuX BigOyBaeTbCA MOAYNALIA TaKMX CUrHanIB.

3.9 [Tligz 4ac BWHUKHEHHA HecnpaBHOCTEM B anapaTypi abo
HecaHKLiOHOBaHMX Aisix 06CnyroByo4Oro nepcoHasny y cxemax KepyBaHHS MOXe
BUHUKHYTN HebaxkaHa komyTauia iHgpopmMaTuBHoro (HebesaneyHoro) curHany, sika
npuasoanTb o smuxoay 130 y He3axuweHnn KaHan 3B  SA3KY.

Ibkepenamu iHopmaTuBHOro (HebGe3nevyHoro) curHany ubOro KaHany e
NynbTU KepyBaHHS, LWMWUTM PpO3MnoAiny Ta KomyTtauil, ©noku KOHTposn, perne,
TpaHcdopmaTopu, po3’ emMu, nepemMukadi abo 3anam SToByBasibHi NPUCTPOI, B
SIKMX MOXe BMHUKHYTM XMOHa KoMyTauia B pesynbTaTti HecnpasHoOCTen abo
HeCaHKL,iOHOBaHUX AiN.

3.10 OCHOBHMMK MapamMeTpamMy MOXIMBOrO BUTOKY iHGpOpMaLii kaHanamu
NMEMBH e:

- HanpyXeHiCTb €eNeKTpUYHOro nons iHgopmaTmBHoro (HebeaneyHoro)
curHany;

- HANPYXeHiCTb MarHiTHOro nons iHpopmaTMBHOro (He6GE3NeYyHoro) curHany;

- BEJSINYNHA 3BYKOBOIO TUCKY;

- BENMYMHa Hanpyru iHpopmaTtusHoro (HebeaneyHoro) curHany;

- BENMYMHA Hanpyrn HaBegeHoro iHgopmaTuBHoro (HebeaneyHoro) curHany;

- BENMYMHA Hanpyru Wwymise (3aBag);

- BENMYMHA CTPYyMY iHpOpMaTMBHOIO (He6GE3MeYHOro) curHany;

- BenuyMHa YyTnMBOCTI OO0 BMAIMBY MarHiTHUX MOfiB A5 TOYKOBOro
mpKepena;

- BENIMYMHA YYTNMBOCTI anapaTtypu 4O BNAMBY €NeKTPUYHMX MNoniB (BfiacHa
EMKICTb anaparypu);

- BESIMYNHA YYTNMBOCTI 4O BNSINBY aKyCTUYHUX NONIB;

- BiAHOLWEHHS "IHpopMaTUBHUIW curHan/wym";

- BiQHOLLEHHSA Hanpyrn Hebe3ne4yHoro curHany 4o Hanpyru wymis (3aBag) y
AianasoHi YacToT iHpopMaTUBHOIO curHany.

3a3HayeHi NnapamMeTpu BU3HA4YalTbCHA | pO3PaxoBYOTLCH 3a pesynbTaramu
BUMIPIOBaHb Y 3alaHMX TOYKaX.

[(paHMYHO [O0NYCTMMI 3HAYEHHS OCHOBHWUX MapameTpiB € HOPMOBaHUMU
BeNIMYNHAMM | BU3HAYAOTLCA 3a Bi4MNOBIAHMMU METOAUKAMMU.
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3.11 BigHOWEHHA pO3paxyHKOBUX (BUMIPSHMX) 3HA4YeHb OCHOBHUX
napamMeTpiB OO0 [PaHMYHO J0MyCTUMUX (HOPMOBAHMX) 3Ha4YeHb BU3HA4YalTb
HeobOXiaHI yMOBW 3axucTy iHopmaLlii.

4 3aranbHi pekoMmeHpauil 3 TexHiYHoOro 3axucTty iHcopmauii 3
obmexxeHUM AOoCTynoMm Bif BUTOKY KaHanamu NMEMBH

4.1 OpraHi3auinHi 3axoau

4.1.1 Ha eTtani npoBegeHHs opraHi3auiHnx 3axoAiB nNoTpiOHO:

- BU3HAYUTM Nepenik BigOMOCTEN 3 OOMEXEHMM AOCTYMNOM, LLO NiansratTb
TEXHIYHOMY 3axucTy (BM3HA4yae BracHUK iHopmauil 3rigHO 3  YMHHUM
3aKOHO4aBCTBOM YKpaiHn);

- 0Br'pyHTYBaTU HEOOXIOHICTE PO3POBEHHs i peanisauil 3aXMCHUX 3axoAiB 3
ypaxyBaHHSAM MaTepianbHOT abo iHWOT WKoau, aka Moxe 6yTn 3aBgaHa BHaCIIOOK
MOXXJTMBOIrO NopyLUeHHs UinlicHoCTi 13O um 1T BUTOKY TEXHIYHUMW KaHanamu;

- YCTAHOBUTM Nepenik BUAINTEHUX MNpUMILLEHb, B SKUX HE [AOMNYCKAETbCSH
peani3auis 3arpo3 Ta BuUTIK iHbopmaLii 3 obmMexeHnmM 4OCTYnowm;

- BU3HAYMTU nepenik TexXHIYHMX 3acobiB, LLIO MOBUHHI BUKOPUCTOBYBATUCSA SIK
OT3;

- BM3HAYMTW TexHiYyHi 3acobu, 3acToCyBaHHA HAKMX He O0brpyHTOBaHO
CNyX6oBOoI Ta BUPOBHMYOK HEOOXIOHICTIO Ta AKi NigNAralTb AEMOHTaXY;

- BM3HAYNTU HaABHICTb 3afissHUX | He3adiaHMX MNOBITPAHUX, Ha3eMHUX,
HACTIHHMX Ta 3aKknageHux y npuxoBaHy KaHanisauito kabenis, Kin i NnpoBoAis, LWO
yXOOATb 3a MeXi BUAOINEHNX NpUMIiLLEeHb;

- BM3HAQUMTWM cCuUCTeMW, WO NigNAralwTb LOEMOHTaXy, noTpedylTb
nepeobnagHaHHA KabenbHUX MepexX, Kl XUBMEHHS, 3a3eMneHHs abo
YCTAHOBMNEHHSA B HUX 3aXUCHUX MPUCTPOIB.

4.1.2 3a pesynbTatamm 0BCTEXEHHs CKnagaeTbCa akT OOBiNbHOI doopmu 3
nepenikoM BUKOHaHMX 3axoaiB i NpuknagaHHsMm (3a HeobXigHICTHO):

- nepeniky OT3, po3MilleHNX y BUAINEHUX NPUMILLEHHSX;

- NNaHy BMUAiNeHMX NpUMILLEHb i3 3a3Ha4YeHHSAM Miclb ycTaHoBeHHS OT3, a
TaKoXX CXeM NpoknagaHHA kabenis, NpoBoaiB, Kis;

- nepeniky TexHiYHUX 3acobiB, kabeniB, kin, npoBoAiB, WO nigndaralTb
OEMOHTaxy.

AKT nignucyetbca BUKOHaBUEM pPoOBIT | 3aTBepoKYETbCA KepPiBHUKOM
opraHisadii (nignpuemcTea).

4.2 MNMigroroB4i TexHiYHi 3axoaun

4.2.1 ligroToBui TEXHiYHI 3axoan BKM4awTb Y cebe nepBUHHI 3axoau
6r1o0KyBaHHA efeKTPOaKyCTUYHUX NepeTBOPIOBaYiB i JiHiN 3B A3KY, SKi BUXOAATb 3a
MeXi BUOINeHNX NPUMILLEHb.

4.2.2 bnokyBaHHs MiHiN 3B" 3Ky MOXe BMKOHYBaTUCA TaknmMu crnocobamu:

- BigkntoveHHaAM niHin 3B'a3ky T3l ta OT3C abo BCTaHOBNEHHSAM
HaNNPOCTILLINX CXEM 3aXUCTY;

- OEMOHTaXeM TexXHi4YHMX 3acobiB, kabeni, Kin, NPOBOAIB, WO yXOAATb 3a
MeXi BUOINeHNX NPUMILLIEHD;
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- BMOANIEHHAM 3a MeXi BWUOINEHUX TMpUMILLEHb OKPEMUX €eJieMeHTIB
TEXHIYHMX 3acobiB, sikKi MOXYTb OyTM [DKEpPerioM BUHUKHEHHSA KaHarny BUTOKY
iHbopmaLii.

4.2.3 bnokyBaHHS kaHasnis MoXnuneoro BuToky 1301 y cuctemax micbkoro Ta
BiJOMYOro TenedOHHOro 3B 3Ky MOXe 3[iIMCHIOBaTUCS:

- BIOKMIOYEHHAM [3BIHKOBUX (BUKIMUYHUX) NiHi TenedOHHOro anapara;

- YCTAHOBJIEHHAM Y KOMi TenedoHHOro anapaTta 6e3po3pmBHOT PO3ETKM AN
TUMYaCcOBOrO BiAKNIOYEHHS;

- YCTAHOBIIEHHAM HaUMpPOCTIWNX MPUCTPOIB 3aXUCTY.

4.2.4 3anobiraHHa BUTOKY I[30[] 4epes3 pgitodi cUCTEMM TYYHOMOBHOIO
ANCNETYEPCbKOr0 Ta [OUPEKTOPCLKOro 3B A3KY 34IMCHIOETBCA 3aCTOCYBaHHAM
TaKMX 3aXUCHUX 3ax0/iB:

- YCTAHOBJIEHHAM Y BUKIUYHUX KOSTaxX BUMUKAYIB OS5 PO3PUBY KifT;

- YCTaAHOBIIEHHAM Ha BXoAi Fy4HOMOBLIB BUMUKadYiB (pene), €Ki garTb
MOXIMBICTb pO3pMBaTK Kosfia No ABOX NpoBoaax;

- 3abe3nevyeHHs M MOXITMBOCTI BIOKMIOYEHHS >KMBMEHHS MiKPOGOHHUX
nigcunoBaviB;

- YCTAHOBJIEHHAM HaNNPOCTILWKUX MPUCTPOIB 3aXUCTY.

4.2.5 3axuct [30[ Big BUTOKY 4Yepe3 pagioTpaHCNAUINHY Mepexy, LWo
BUXOAUTb 3a MeXi BUAINEHOro npumMilleHHsa, Moxe ByTtu 3abesnevyeHni:

- BiIKNOYEHHSM r'Y4YHOMOBLIB MO ABOX NpoBo4aXx;

- BMMKaHHSIM HaWUnpoCTiWKMX MPUCTPOIB 3aXUCTY.

[ns cnyx6u onosileHHs cnig BUOinuTn Yyeprosi aboHEHTCbKI NPUCTPOT no3a
BUOINEHNMU NPUMILLEHHAMM; KOfla OO0 UMX NPUCTPOIB MOBMHHI BYyTN npoknageHi
oKpemMunm kabenem.

4.2.6 bnokyBaHHs KaHanieB BWUTOKY I[30[] 4epe3 Kona BTOPUHHMX
€NeKTPOroaAnHHUKIB CUCTEMU enekTporognHodikauil 34iMCHIETLCS BIAKMIOYEHHAM
IX Ha nepioa NPoBeAEHHS 3aKPUTMX 3ax0AaiB.

4.2.7 3anobiraHHs BUTOKY I30[] yepe3 CUCTEMU MOXEXHOI Ta OXOPOHHOI
curHanisauiv 34iINCHI0ETLCA BIOKMIOYEHHSAM OAaTUUKIB MOXEXKHOI Ta OXOPOHHOI
CUrHanisauii Ha nepiog NPOBEAEHHST BaXXNMBMX 3axoaiB, wo mictartb 1300, abo
3aCTOCYyBaHHSM OaTuyuKiB, sIKi HE NOTPEeBYOTb creuianbHUX 3axXoaiB 3aXUCTY.

4.2.8 3 METO BUKIOYEHHS MOXNUBOCTI BUTOKY I3O[ nig 4yac poboTu
He3axnLEeHNX TEXHIYHUMU 3acobamu Tenesi3opi., pagionpummadis,
3ByKOMigcunoBanbHOI Ta 3BYKOBIATBOPOBaNbHOT anapaTypu HeobxiaHoO Ha nepiog
NPOBEeOEHHA BaXNMBUX 3axofiB 3a3HaA4eHi NpUCTPOIl BIiOKMYaTU Big Mepexi
E€NEKTPOXMBIIEHHSA NO ABOX NpoBOAAaX.

4.2.9 bnokyBaHHs BuTOKY I130[] yepes cnctemMm enekTpoHHOI OPrTexHiku Ta
KOHOMLUIOHYBaHHS MOXe ByTu 3abeaneyeHe TakumMn 3axogamu:

- po3TallyBaHHSAM 3a3HaYE€HUX CUCTEM YCepeanHi KOHTPOSIbOBAHOI TEPUTOPIT
6€e3 BUHECEHHSI OKPEMUX KOMMOHEHTIB 3a 11 MeXi;

- eNeKTPOXMBNEHHAM CUCTEM Big TpaHCcOopMaTOpHOI nigcTaHuil, wWwo
3HaxoOUTbCA BCePeaUnHi KOHTPONbOBAHOI TEPUTOPIT.

[Mpn HEBMKOHaHHI 3a3HaYeHMX BULLE YMOB CMUCTEMMW MOBWUHHI BigKn4vaTucs
Bi, MepeXi eNekTPOXNBEHHS MO ABOX NPOBOAAX.
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4.2.10 3axuct I130[ Big BWUTOKY 4epe3 Kona ernekTPOOCBITIIEHHA Ta
E€NeKTPOXMBNEHHS MOBYTOBOI TEXHIKM MOBUHEH 3A4IMCHIOBATUCA MiOKNIOYEHHSM
3a3HadeHuXx Kin 0o okpemoro digepa TpaHcopMaTOpPHOI NigCcTaHUil, 40 SIKOro He
A0MYyCKaeTbCA NiAKNIOYEHHS CTOPOHHIX KOPUCTYBaYiB.

Y BUNagKy HEBUMKOHAHHA 3a3Ha4YeHOl BMMOrn enekTponodbyToBi npunaan Ha
nepiog nNpoOBEOEHHA 3aKpUTUX 3axofiB MOBWHHI  BigknwyaTucs Big  Kisl
€NeKTPOXKNBIIEHHS.

4.3 TexHiyHi 3axoamn

4.3.1 TexHi4yHi 3axoan € OCHOBHUM eTanoM pobiT 3 TexHi4YHoro 3axucty 130/
i nongaratoTe y BcTaHosreHHi OT3, 3abesneyvenHi T3l tTa AT3C npuctposamn T3l.

4.3.2 lNig yac BubOpy, BCTAHOBMNEHHS, 3aMiHW TexHiYHUX 3acobis cnig
KepyBaTUCs nacnoptamu, TEXHIYHUMWU onucamu, iHCTPYKLiSMK 3 ekcnnyartauil,
pekoMeH4alisiMM 3 YCTaHOBIIEHHS, MOHTaXy Ta ekcnsyaTauil, Wo AogarTbCsa 40
LUMx 3acobiB.

4.3.3 OT3 noOBWHHI po3MillyBaTUCHA, NO MOXIUBOCTI, Bnivkdye OO0 UEeHTpY
ByouHKy abo B Bik HaMbinbLLOl YaCTUHW KOHTPOSIbOBaHOI TepuTopil. Cknagosi
erniemeHTn OT3 NOBUHHI pO3MiLLlyBaTUCH B OAHOMY NPUMILLLEHHI ab0 B CYMIXKHUX.

AKWo 3a3HayeHi BMMOrM HEBUKOHYBAHI, Cnig BXWUTW LOLATKOBUX 3axoniB
3axucTy:

- ycTaHoBUTY BucokovacToTHi OT3 B ekpaHOBaHe NpUMILLLEHHSA (KaMepy);

- YCTAHOBUTW B He3axulleHi KaHanu 3B 43Ky, niHil, npoBoan i kabeni
cneuianeHi QiNnbTpKU Ta NPUCTPOI.

- MPOKIacTK NpoBoaM i Kabeni B eKpaHyBaribHUX KOHCTPYKLISIX;

- 3MEHLUUTX OOBXWHY napanenbHoro npobiry kabenis i NpoBoAiB pPi3HMX
cucTem 3 npoBogamu Ta kabenamu, wo HecyTb 130[;

- BUKOHATM TexHi4Hi 3axoam wopo 3axucty [30[ Big BUTOKY Konamu
3a3eMJSIeHHS Ta eNeKTPOXMBIEHHS.

4.3.4 [1o 3acobiB TEXHIYHOrO 3aXMCTY BiAHOCATLCS:

- GinbTpu-obmMexyBadi Ta cneuianbHi abOHEHTCbKI NPUCTPOI 3axuUCTy Ans
6roKyBaHHSA BUTOKY MOBHOI I130[] yepe3 ABONPOBIAHI MiHiT TenegoHHOro 3B 3Ky,
CUCTEMWN ONPEKTOPCHLKOro Ta AUCNETYEPCbKOro 3B A3KY;

- MPUCTPOI 3axuUCTy abOHEHTCbKMX OAHOMPOrpaMHUX ry4HOMOBLIB 4SS
6r10KyBaHHS BUTOKY MoBHOI 1301 Yepes pagioTpaHCnauinHi NiHiT;

- (hinbTpn mMepexesi Ana 6m0KyBaHHA BWUTOKY MOBHOT [30[ Konamwu
€NEKTPOXNBNEHHS 3MIHHOIO (MOCTIMHOIO) CTPYMY;

- (binbTpn 3axucTy nNiHiMHI (BUCOKOYACTOTHI) AN BCTAHOBJIEHHS B JIiHISX
anapartiB TenerpadHoro (TenekogoBoro) 3B A3KY;

- reHepaTopu NiHIMHOIO 3alyMIEeHHS;

- reHepaTopu NPOCTOPOBOIO 3aLLYMITEHHS;

- eKpaHoBaHi Kamepwu cneuianbHOT PoO3po6bKuN.

4.3.5 [Ina TenedOHHOro 3B s3KYy, He Npu3HayYyeHoro ans nepecunadHsa 130/,
PEKOMEHOYETLCSA 3aCTOCOBYBAaTM anapaTtu BITYUM3HAHOrO BMPOBHMUTBA, CYMICHI 3
APUCTPOSMKU 3axucTy. TenedoHHi anapaTth iHO3EMHOro BUPOOHULTBA MOXYTb
3aCTOCOBYBATUCA 3a YMOBU MPOXOMKEHHS CneugocniiXeHb | MO3UTUBHOIO
BUCHOBKY KOMMETEHTHUX opraHizauin cuctemm T3l npo 11X CyMICHICTb 3
NPUCTPOAMMN 3aXUCTY.
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4.3.6 Bubip metoais i crnocobis 3axucty enementie T3l tTa OAT3C, wo
MalTb MIKPOPOHHUN edeKT, 3anexuTb Big BeSIMYMHU 1X BXIOHOrO Onopy Ha
yactoTi 1 kl'y,.

EnemeHtn 3 BXxigHUM onopom MeHwe 600 Om (ronioBKM Ty4HOMOBL,B,
€eneKTPoOABUTYHN BEHTUNATOPIB, TpaHcdopmaTopy TOLWO) pPeKOMEHOYETbCH
BigKNo4YatTn No ABOX npoBogax abo BCTaHOBMOBATM Yy PO3PUB Kifl MNPUCTPOI
3aXUCTy 3 BUCOKUM BUXIAHUM OMOPOM AS1S1 3HWXKEHHS OO0 MiHiManbHOI BENUYUHU
iHbOpMaTUBHOT CKNaZ0BOI CTPYMY.

EnemeHT” 3 BUCOKMM BXiAHMM OMOPOM (€NneKTPUYHI A3BiHKW, TenedOoHHI
Kancyni, enekTpoMarHiTHI pene) peKoMeHOYyeTbCA He TifbKU BigKno4aTu Big Kifl, a
N 3aMUKaTU Ha HU3bKUA onip abo 3akopodyBaTtu, LWOO 3MEHLUUTU eSIeKTPUYHE
nosie Big UWX eneMeHTiB, 3YMOBMEeHe Hanpyrow, HaBedeHOow nig 4vac BniuvBy
akycTuyHoro nong. MNpu ubomy cnig BpaxoByBaT, O obpaHUM cnocid 3axmcty He
MOBMHEH MOpyLlyBaTh npauesfaTHICTb TeXHIYHOro 3acoby i noripysBaTu MOro
TEXHIYHI NnapameTpu.

4.3.7 Bucoko4acToTHi aBToreHepaTopu, nigcunoBadvi  (MiKPOMOHHI,
NPUUMaHHS, nepecunaHH4a, rydHOMOBHOIO 3B SA3KYy) Ta iHLWI NPUCTPOI, WO MICTATb
aKTUBHI enleMeHTN, PeKOMeHAYETbCA BiAKNK4YaTu Big NiHIM eneKTPOXMBIEHHA Y
"yeproBomMy pexumi" abo "pexumi YyekaHHA BUKINUKY".

4.3.8 TigkroveHHa NpucTpoIB 3axUCTy cnig nposBogntn 6e3 nopyweHHs abo
3MiHKn enekTpudHoi cxemu i T3M1, i T3C.

4.3.9 3axuct 1300 Big BMTOKY kabensmu Ta npoBogamMn pPeKOMEHAYETbCHA
30INCHIOBATU LLUNAXOM:

- 3aCTOCYBaHHS eKpaHyBanbHUX KOHCTPYKLiN;

- po3ginbHoro npoknagaHHa kabenis OT3, T30l ta AT3C.

4.3.10 MNpn HEMOXNUBOCTI BUMKOHAHHA BUMOr LWOAO PO3HECEHHSI Kabenis
enektpoxmeneHHs OT3, T3l T1a OT3C enekTpoXMBMEHHSI OCTaHHIX cnig
3gincHioBaTM abo ekpaHoBaHUMWU Kabenamu, abo Big po3dinoBux cuctem, abo
yepes MepexeBi PinbTpu.

4.3.11 He ponyckaeTbCA YTBOPEHHS MeTeflb Ta KOHTYypiB kKabenbHUmu
niHiamu. MNMepexpeleHHs kabenbHMX Tpac Pi3HOro NPU3HaYeHHSs PEKOMEHOYETLCS
34incHIOBaTKY Nig NPSIMUM KyTOM OfHa 40 OLHOI.

4.3.12 EnektpoxunsneHHa OT3 noBMHHO ByTK cTabinizoBaHMM 3a Hanpyrow
Ta CTPYMOM s HopMarnbHUX yMoB doyHKUioOHYyBaHHA OT3 i 3abe3neyeHHss HOpM
3axXULLLEHOCTI.

Y Konmax BUMNPSIMHOrO MPUCTPOK  [XKepena J>KUBMNEHHS  HeobXxigHo
BCTAHOBMOBATUN (PINbTPU HWXKHIX YacToT. DinNbTpu NOBUHHI MaTU oinbTpauito no
CUMETPUYHUX | HECUMETPUYHUX LLUSISIXaX MOLLUNPEHHS.

HeobxigHO nepeabaunTty BiOKMIOYEHHS eneKkTpoMepexi Big oxepena
xuBneHHa OT3 nig yac 3HUKHEHHSA Hanpyru B Mepexi, Nig 4ac BigXWUMEHHS
napamMmeTpiB enekTPOXUBMNEHHA Big HOPM, 3adaHux B TY, Ta nig 4ac nosisu
HeCcrnpaBHOCTEN Y KONax eneKkTpoXnBEHHS.

4.3.13 Yci wMetaneBi KoHCTpykuii OT3 (wadpu, nynbty, KoOpnycu
pO3NoAdinbHNX NPUCTPOIB Ta MeTaneBi 0O0ONOHKM kabeniB) MOBMHHI OyTK
3a3eMIieHi.
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3aszemneHHs OT3 cnig 3aincHioBaT Bif 3aranbHOrO KOHTYPY 3a3eMJSIEHHS,
PO3MILLLEHOrO B MeXaX KOHTPOMbOBaHOI TEPUTOPIi, 3 ONOPOM 3a3eMSIEHHS 3a
NOCTINHUM CTPYMOM BIi4MNOBIgHO 4O BUMOr CTaHAapTIB.

Cuctema 3as3eMneHHs1 noBuMHHa OyTu eamHoto Anga Beix enemeHTiB OT3 i
byayBaTucs 3a pagianbHOK CXEMOLO.

YTBOpPEHHA neTerb | KOHTYPIB Y CUCTEMI 3a3eMISTIEHHA HE LOMNYCKAETLCA.

4.3.14 EkpaHn kabenbHux niHin T3ll, wWwo BMXOAATb 3a MEXi
KOHTPOSIbOBAHOI TEpPUTOPIl, MOBUHHI 3a3eMNATUCSA B Kpocax Big 3aranbHOro
KOHTYPY 3a3eMJSIEHHS B OAHIW Touui ONA BUKNIOYEHHS MOXIMBOCTI YTBOPEHHSA
neTenb NO eKpaHy Ta Kopnycax.

Y KOXXHOMY MPUCTPOT NOBUHHA BUKOHYBATUCH yMOBa Be3nepepBHOCTI ekpaHa
Bi4 Bxo4y A0 Buxody. EkpaHu cnig 3aseMnaTtv Tinbkn 3 ogHoro ©oky. EkpaHu
kabeniB He MOBWMHHI BUKOPUCTOBYBATUCA SIK APYrMiA NMPOBIL CUrHaNbHOro kona abo
Kona >XUBMNEHHSA.

EkpaHn «kabeniB He TMOBWHHI MaTW  E€NIeKTPUYHOrO  KOHTakKTy 3
MEeTanoKOHCTPYKUisMU. [1na MOHTaxy cnif 3acTocoByBaTWM eKpaHoBaHi kabeni 3
isonauieto abo ogaratv Ha ekpaHu i3oNALiINHY TPyOKy.

Y JOBrnx eKpaHoBaHUX niHiax (MiIKpOPOHHUX, NIHINHWUX,
3ByKonigcunoBarnbHNUX) PEKOMEHAYETbCA [LIIUTU  €eKpaH Ha [AingHku  gng
OfepXaHHA Manux OonopiB ANA BUCOKOYACTOTHUX CTPYMIB | KOXHY AiNSAHKY
3a3eMn4aTh TiNbKn 3 ogHoro 6oky.

4.3.15 BuxigHi paHi ans 3gincHeHHa T3l HaBegeHi y gogatky 1.

4.3.16 Pe3ynbTaTtn BMKOHAHHA TeXHIYHMX 3axofiB OMOPMIIAITLCA aKTOM
NPUUMaHHS pobiT, cKkNnageHuM Yy OOBiNbHIN OOpMi, MigMUCYOTLCS BUKOHABLEM
poBIT i 3aTBEPAXKYOTLCS KEPIBHMKOM opraHidadii (nignpuemcraa).

5 NMopsaaoK KOHTPOSIIO 3a CTAHOM TEeXHiYHOro 3axmcTy iHchopmauii

5.1 MeTol0 KOHTPOSMIO € BUSBIMIEHHS MOXIMBUX TEXHIYHUX KaHaniB BUTOKY
iHpopmaTmBHoro (HebesnevyHoro) curHany (NPoBedEHHs cheuaoCchnigXKeHb),
BUPOBOEeHHs 3axoais, Wo 3abe3neyytoTb NOro NPUXoBYBaHHA, OLiHKA 4OCTATHOCTI
N e(PEeKTUBHOCTI BXUTUX 3axofiB 3axXUCTy, OonepaTUBHUMA KOHTPOSb 3a CTaHOM
TEXHIYHOro 3axuCTy KaHanis BUTOKY iHOOpMaTMBHOIO curHarny.

5.2 TexHiYHUM KaHan BUTOKY BBaXXaETbCH 3axULLEHUM, SKWO CUrHasm He
nepeBUWyE  BCTAHOBMIEHOrO0  HOPMATUBHOK  AOKYMEHTAUiEd  BiQHOLLUEHHS
"iHbopmMaTUBHUI curHan/wym".

[MpnCTpOT 3axUCTy i 3axuLLEHi TEXHIYHI 3acobu BBaXKalTbCS CrpaBHUMMU,
SKLLO X NapamMeTpu BiANoBigaTb BUMOram ekcnsiyaTauinHMX JOKYMEHTIB.

5.3 KOHTpOsnb 3a BMKOHAHHSM oOpraHidauinHux Ta NiArotoBYMX TEXHIYHUX
3axo4iB LWoa0 3axMCTy iHpopmauil 34iIMCHIOETLCS BidyaribHUM Ornag0M NpoKnaaku
npoBoaiB i kabenis, WO BMXOOATb 3@ Mexi 06°eKkTa 3axXMCTy, a TaKoX TEeXHIYHUX
3acobiB 3axucTy Ta 3axuuweHol TexHiku. KoHTponb cnig npoBogutn 3
ypaxyBaHHSAM pekoMmeHAaLlin, HaBegeHUX y foaaTky 2.
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5.4 Y xopai nepesipkM BU3HAYaOTbCS:

- HasIBHICTb eneKkTpoMarHiTHoro 3B a3ky Mix niHiamm OT3, T3l ta AT3C
(MpoxomkeHHA B ogHOMY Kabeni um xryTi), M pisHumn sugammn T3l Ta AT3C
(cninbHMW  nNpoGir  NPOBOAIB  CUCTEM  MOXEXHO-OXOPOHHOI  CUrHanisauil,
roguMHodikadii, pagiotTpaHcnauir);

- HagBHICTb BMUXOAiB NiHiIK 3B'A3Ky, curHanisauil, roanHodikauil,
pagioTpaHcnauil 3a Mexi BUaifieHnx npuMilLeHb;

- HasiBHICTb He3aaiaHux T3ll, AT3C, npoBoais, kabenis;

- MOXnuBicTb BigkntodeHHa T3l Ha nepiog nNpoBeaeHHST KOHMIAEHUiINHMNX
neperosopiB abo BaXXNMBUX Hapag;

- PO3HECEHHSA [Kepen efiekKTPOMarHiTHAX Ta aKyCTUYHUX TMOofiB  Ha
MakCUMasnbHO MOXNMBY BiACTaHb Y Mexax BUAINTEHUX NPUMILLEHb;

- BUKOHAHHS 3a3eMJSIeHHA anapaTtypu, sike BUKNYae MOXIUBICTb YTBOPEHHS
neTenb 3 NPOBOAIB Ta €KPaHiB;

- po3HeceHHs1 kabeniB enekTpoxusneHHa OT3, T3l ta OT3C 3 meTow
BUKITIOYEHHA HAaBOAOK HEBE3NeYHnX curHanis;

- BWKOHAHHS PO3BEOEHHSI Kifl eneKkTPOXMBMEHHA eKpaHoBaHUM abo
KpydeHuM kabenewm;

- HasIBHICTb MOXIMBOCTI BigKMOYeHHA enekTpoxusneHHa OT3 nig 4ac
3HECTPYMIIEHHS MepeXi; BiOXUITEHHA napameTpiB eneKkTPOXUBNEHHS Big HOPM,
3agaHunx B TY, nig yac noaBm HeCNpPaBHOCTEN Y KOMaxX XUBMNEHHS.

5.5 Y npoueci npoBedeHHs1 cneugocnigXkeHb, MepeBipkN ePEeKTUBHOCTI
TEXHIYHNX 3aX0AiB 3axXUCTy MignaratoTb iHCTPYMeHTanbHoMy KoHTponto OT3 i niHii
3B A3KY.

Y Xopdi KOHTPOSI0 NEepPEBIPATLCA eflekKTPoMarHiTHI nonsa iHopMaTUBHUX
(HebeaneyHnx) curHaniB y LIMPOKOMY [Aianas3oHi 4acTOoT HaBKONO anapaTtypu Ta
kabenbHnx 3'egHaHb OT3, HasBHICTb iHOpMaTMBHUX (HEGE3NeYHnX) curHanie y
Konax, NpoBoAdax enekTpoXxmBneHHs Ta 3azemneHHi T3l ta AT3C.

Mg 4yac cneugocnipKeHb BU3HAYaAETbCA pPafiyc, 3a Mexamu SKoro
BIOHOLWIEHHSA  "IHOPMAaTMBHUM  CUrHaAnN/Wym" MeHWe rpPaHU4YHO  OONYCTUMOI
BeENUYUHKU. MpoBOaATLCA BUMIPHOBAHHS | pO3paxyHOK napameTpiB iHHOpMaTMBHOIO
(Hebe3neyHoro) curHany, BUSBNSIETLCS MOXITMBICTb MOro BUTOKY kaHanamu NEMBH,
BM3HA4YalOTbCA (PAKTUYHI  3HAYEHHA WMOro napameTpiB Yy KaHanax BUTOKY,
NPOBOAUTLCA NOPIBHAHHA DaKTUYHUX NapaMeTpiB 3 HOPMOBaHUMMN.

Y BuUNagky nMepeBULLEHHS OOMYCTUMMX 3HA4YeHb PO3POoBMSATBCA 3aXUCHI
3axoan, BUKOPUCTOBYIOTBCA  3acobu  3axucTy  (eKpaHyBaHHS  Kepern
BMMPOMIHIOBaHHS!, BCTaAHOBMNEHHSA inbTpiB, cTtabinisatopiB, 3acobiB aKTUBHOMO
3aXuCTY).

5.6 llicna npoBeAeHHs crneugocnigXeHb, BUPOBMEHHA Ta BNPOBaOXEHHS
3acobiB 3axucTy nNpPOBOAUTLCHA KOHTPONb 3a €edEKTUBHICTIO 3acTOCOBAHWUX
TEXHIYHUX 3acobiB 3axuCTy.

5.7 Y npoueci poboTn TexHiYHMX 3acobiB i 3axuLLEHOT TexXHikn, y Mipy
HeobXigHOCTI, NPOBOAUTBLCSA OMNEPaTUBHUN KOHTPOSb 3a €(EKTMBHICTIO 3axUCTy
KaHaniB BUTOKY iHdbopmMaTtnBHoro (He6eane4yHoro) curHany.

5.8 PesynbTtatM KOHTponto (cneugocnifXeHb) OgOPMNAKTLCS aKToM,
CKnageHnM y OOBiNbHIM hopMi, NiANNCYOTLCA NEPEBIPSAOYMM Ta 3aTBEPAXKYIOTLCH
KepiBHMKOM opraHisauil (nignpnemcraa). 11



Tabnuua BnxigHMx gaHux ana saincHeHHa T3l

JooaTok 1

Cepepno- | Moxnusuu YmoBum KoHTponbo- PekomeHpauii
BULUE KaHan ekcnnyarauii, 3a BaHUU i3 3axucrty 130[
nowm- BUTOKY AKUX HanobinbL napameTp
peHHs | iHopmauil | iMOBiIpHUWA BUTIK
iHcpopmauii
Hasko- 1. MNoBiyHi IMig wac ekcnnyaradii | HanpyxeHictb | 3abesneuntn  3MeHLUEeHHS
NULWHIN | eneKkTpo- obnagHanHsa  T3l1l| enekTpuyHOro |enekrpomarHiTHUX nonis
NPOCTIp | MarHiTHi (cuctemu i MarHiTHOro | pauioHanbHUM PO3MILLEHHAM i
BUNPOMI- 3BYKOMIACUSMEHHS, nonis MOHTaXeM anapartypu
HIOBaHHA Y |Y4HOMOHOIO 30iNCHUTH eKpaHyBaHH4A
MOBHOMY 3B A3KY, BUMPOMIHIOBaYIB MarHiTHUX
JianasoHi MarHiTopoHu, noniB, a TaKkoX [mkepen
Mepexi eneKkTpu4HMx nonis (NpoBogis,
BHYTPILUHBOro 6rokis)
TenedoHHOro 3acTtocoByBaTtu NpUCTpOI
3B 43Ky TOLLO) aKTMBHOIO 3axucTy ans
CTBOPEHHS  MarHiTHMX  Ta
eneKkTpu4yHMx nosnis 3aBapg 3i
CMEKTPOM, nogibHum  go
cnekTpa iIH(popmaTUBHOro
curHany
BukoHaTu 3a3eMIneHHs
€eKpaHiB, nposoaiB i nNpunaais
ONA  3HWKEHHA  noTeHuiany
iH(popMaTUBHOro curHany
2. [obiyHi MMig yac ekcnnyatau,ii | BiacyTHicTb 3abe3neunTun LWTaTHUN
eneKkTpo- obnagHanHa T3MMI, | camo- pexum poboTn anapatypu
MarHiTHi 00 cKragy aknx 30yKEHHSA Mpu BuABNEHHI napasuTHOI
BUNPOMI- BXOOATb BMCOKOYACTOTHOI  mMoaynauil
HIOBaHHA Mg | nigcuntoBadi 3a JOMOMOroro KBA
yac camo- (cuctemum BIOKNIOYMTM  anapaTypy Big
30yKEHHSA | 3BYKOMiACUMEHHS, [axXepena XX1UBMeHHs
nigcuno- 'Y4HOMOBHOIO
BalbHUX 3B A3KY,
Kackagis MarHiToOpoHu,
Mepexi
BHYTPILLUHbLOrO
TeneOoHHOro

3B 53Ky TOLLO)
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MpopoBXeHHA Tabnuui

Cepeno-| Moxnusum YmoBum KoHTponbo- PekomeHpauii
BULUE KaHan ekcnnyarauii, 3a BaHUU i3 3axucrty 130[
noLm- BUTOKY AKMX HanbinbLu napameTp
pPeHHA iHcpopmauii iMOBipHUI BUTIK
iHcpopmauii
HaBko- | 3. MNob6iyHi Mig yac ekcnnyaTtauii | KoeiuieHT 3abeaneunTu LUTaTHUA
NMUWHIA | eNnekTpo- obnagHanHa  T3l1l, | mogynsauii pexum poboTu anapatypu
NPOCTIP | MarHiTHi 00  cKnagy — AKux Mpn BUABMEHHI NapasuTHOI
BUMNPOMI- BXOOATb BMCOKOYACTOTHOI  Moaynsuil
HIOBaHHA nigcunoBadi 3a J0MNOMOroto KBA
BUCOKO- (cuctemum BIOKMOUMTN  anapaTypy Big
YaCTOTHUX 3BYKOMIACUMEHHS, axepena XuBSieHHs
cuUrHanise, WO | ry4YHOMOBHOIO
HecyTb 3B A3KY,
iHpopma- MarHiTogOoHu,
TUBHUN Mepexi
(Hebe3neyHunn | BHYTPILLHBOro
) curHan 3a TenedgoHHoro
paxyHOK 3B A3KYy TOLLO)
napasuTHoOI
Moaynsauil:
a)Ha Mig yac ekcnnyatau,ii | KoedidieHT KoHTpontoBaTtun 3a
HEeNiHINHUX T3rl, po cknagy Moaynsauil J0OMNOMOroto KBA
enemeHTax SAKNX NPOXOMKEHHS iIHOOPMATUBHUX
BXOOATb curHanis B abOHEHTCbKMUX
BMCOKOYACTOTHI NiHisX, Konax
reHepaTopu €NEKTPOXKUBIIEHHS,
(marniTocoHn, 3a3eMieHHs, KepyBaHHS,
ANKTOOHM TOLLO) curHanisauii Towo
Mpw BUSABIIEHHI
iH(popMaTUBHOroO curHany
BIOKNIOYMTM  anapaTypy Big
MepeXi XXNBNEeHHS
3acTtocyBaTu aKTUBHI
3acobu 3axucTy Bif

NPOHWKHEHHS BY curHany B
anapaTtypy 3a paxyHOK
MoaynAuil LWyMOBOK 3aBafor
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MpoaoBXeHHA Tabnuui

Cepeno-| Moxnusum YmoBum KoHTponbo- PekomeHpauii
BULUE KaHan ekcnnyarauii, 3a BaHUU i3 3axucrty 130[
nowm- BUTOKY AKX HanGinbLw napameTp
pPeHHA iHcpopmauii iMOBipHUI BUTIK
iHcpopmauii
Hasko- |6) nig vac Mig yac ekcnnyaTtau,ii 3azeMnuTn ekpaHn npunagis,
nnwHin - |akyctuddoro | T30l ta AT3C, go kabeni Ta NpoBOAN, SKUMMU
npocTip | BAANBY cknagy akux BXoasiTb MOXYTb HaBOAMTUCSA
iHpopma BMCOKOYACTOTHI noTeHuianu iHpopmMaTUBHUX
TUBHUX reHepaTopu CUrHanis nig 4Yac Bnnvey
curHanie eneKTpMUYHMX nonis
B) nig vac IMig yac ekcnnyarauii 3MEHLLMTN BENUYNHY Hanpyrn
BMNSIMBY T3Ml ta AT3C, oo HaBeAeHoro iHgopMaTUBHOIO
enNeKTPUYHUX i | cKnagy SKnx BXOAsiTb CUrHany WTy4YHUM
MarHiTHUX BUCOKOYACTOTHI PO3PUBAHHSAM JiHiN, He
nonie reHepartopu, nig yac BUKOPUCTOBYBAHUX N4
iH(bopmMaTUBH | iX CRiflbHOro nepecunanHsa 130/, 3a
nx BUKopuUcTaHHsa 3 OT3 aonomoroto Tymbnepis, pene,
(HeBeane4vHnx nepemMmkadis TOLLO
) curHanis

3acTtocyBaTu cneuianbHi
GiNbTPU 3axXnCTy 3 METOHO
nogasneHHs iHPpopMaTUBHMX
curHanis

Y niHisgx KepyBaHHS,
curHanisadii, KOHTpPono, Wo
HeCcyTb MOBHY iH(bopMaLito 3
obmexeHnm JOoCTynom,
pPEKOMEHAYETLCSA CTaBUTH
GinbTpn, AKi BUPI3aoTb
MOBHMUI Oiana3oH 4YacToT
CTBOpPUTK 32 4OMNOMOrOH0
aKTMBHMX 3acobiB 3axXucTy
LLUYMOBI 3aBau 3i CNeKTpoM,
noaibHnUm ao cnektpa
iH(popMaTUBHOro curHany
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3aKiHYeHHA Taonuui

Cepeno-| Moxnusum YmoBum KoHTponbo- PekomeHpauii
BULUE KaHan ekcnnyarauii, 3a BaHUU i3 3axucrty 130[
nowm- BUTOKY AKMX HanbinbLu napameTp
pPeHHsA iHcpopmauii iMOBipHUI BUTIK
iHcpbopmauii
MpoBoawn | 1. EnekTpo- Mig vac Hanpyra Po3HecTn BXxigHi Ta BUXiaHI
i KOna | aKyCTUYHI YCTaHOBIEHHS nepeTBo- NiHIT, 3MEHLNTHU X
OT3C | nepetBo- obnagHaHHa T3l1l Ta | peHoro napanenbHuin Npobir
pPEHHS B AOT3C iHpopma- PauioHanbHO PO3MiCTUTU
enemeHTax TUBHOTO eneMeHTn anapatypu Aans
obnagHaHHs (Hebesneu- 3MEHLLUEHHS CTBOPIOBAHMX
OT3C, OT3 HOro) cUrHany | HUMW MarHiTHUX rnonis
2. HaBogku 1. Mig yac Hanpyra 3acTtocyBaTu aKTUBHI
iHpopma- BKINOYEHHSA B HaBegeHoro |3acobwu 3axucrty ans
TUBHUX obnagHaHHs OT3 iH(bOpMaTUBH | CTBOPEHHSA LUIYMOBOI 3aBagu 3i
(Hebesneu- niHin T3MI Ta AT3C |oro curHany | CNeKTpom, aHanoriYyHum
HUX) curHanis | 2. ig yac cninbHoro | KoediuieHT CMEeKTpy HaBeOeHOoro curHany
Ha BCTAHOBIEHHS Moaynsauit
obnagHaHHA | |obnagHaHHAa OT3, HaBegeHoro
kona AT3C, T3Ml ta AT3C BY curnany
OT3y 3. MNig yac cninbHoro | Hanpyra
MOBHOMY Ta npoknagaHHa niHin - | iHopma-
BUCOKO- OT31a AT3C TUBHOIO
4YacTOTHOMY (Hebesneu-
AianasoHax HOro) curHany
Kona HaBsopaku 1. Mig yac Hanpyra 3acTtocyBaTu crabinisoBaHe
enekTpo- | iHpopma- ekcnnyaTauii iHpopma- axepeno XUBINEHHS
XMB- | TUBHUX obnagHaHHa OT3 TUBHOIO anapartypu napanenbHoro
neHHs | (Hebesneu- 2. MNig vac (Hebesneu- TMNY 3 MiHIManbHO MOXITMBUM
HUX) curHanis, | yctaHoBneHHa OT3, |HOro) curHany |BHYTPILIHIM ONOPOM
eneKkTpo- T3Ml ta OT3C 3acTtocyBaTu aKTUBHI
aKyCTUYHI 3acobn 3axucty 3 MeTow
nepeTBo- CTBOPEHHSA B Konax
pEHHS, E€NEeKTPOXUBIIEHHA  LUYMOBOI
HepiBHOMIpHe 3aBagu 3i CMNeKTpoM,
CMOXMBaHHSA noAibHMm o cnekTpa
CTpymy MOBHOIO curHany abo
00rnHar4o0l MOBHOIoO CUrHany
Kona |Tex Mig yac ekcnnyatauii | CTpym BukoHaTH 3a3eMI1eHHS
3a3em obnagHaHHsa OTS3, iHdbopma- anaparypu, BUKMNIOYNBLLN
NEHHSA T3Ml ta OT3C TUBHOIO YTBOPEHHSA MeTenb i KOHTYpiB
(Hebesneu- i3 3a3emnoBanbHNX NPOBOAIB

HOro) curHany

Ta ekpaHiB
MakcnmanbHO  3MEeHLWUTH
orip KOHTYpPY 3a3€MJIEHHS
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JooaTok 2

MeToau i 3MiCT KOHTPOSIO 3a NIArOTOBYMMMU TEXHIYHMMMU 3axoaamMm

3axucHum MeTon 3wmicT
3axig KOHTpPOJO KOHTpPOJO

BigkntoyeHHA A3BIiHKIB BisyanbHui a) YcTaHoBMoeTLCH HasBHICTb
TeneoHHMX  anapartiB, He Tymbnepa i BiANOBIgHICTL MO0 BMWKAHHSA
NPU3HaYeHnX st nepecunaHHs cxemi
130/, 3a gonomorot Tymbnepis 6) [lepeBipsieTbCcs npaues3gaTHICTb

Tymbnepa WNAXOM MOCUSaHHSA BUKITUKY 3
iHWoro TenegoHHOro anapaTta

B) YCcTaHOBNIOETLCSA HasIBHICTb
©e3po3pMBHOI PO3ETKM

YcTaHoBneHHs Yy [A3BiHKOBe | AnapaTypHui Mig 4Yac BigKMYeHHa  anapaTta
Kono TenedoHHUX anaparTiB, He npunagom Tuny L-4313 Ha wkani x10
NPU3HaAYeHUX Onsi NnepecunaHHs 34NTYETLCA BENUYMHA OMNOpPY naparnenbHO
130/, ernemMeHTiB  aiogHoro BBIMKHYTUNX aionis, dKa MOBUHHA
3axucry 3HaxoguTuca B iHTepBani 50 - 170 Om

BigkntoyeHHA rydyHomMoBUA Ha BizyanbHui MNepeBipseTbea MOXTNUBICTb
nepiog npoBeaeHHs BiAKITFOYEHHSA NYYHOMOBLS Bifi Mepexi
KOHMIgEHUINHMX  neperoBopis
niHiaMun OT3, nig, yac
npoBeAeHHs Hapan,

BukntoveHHda MO>XIMBOCTI BisyanbHumn lNepeBipseTbes MOXIMNBICTb
BUTOKY iIHbOpMaTMBHOIO BIOKMIOYEHHA  3a3HAYEeHUX  TEXHIYHUX
(HeBeane4vHoro) curHany nig vac 3acobiB Big KNl XMBNEHHS
poboTun NneperoBOpPHMX,
3BYKONIACUNIOBASbHUX,
3BYyKO3anucyBarbHUX Ta
3BYKOBIATBOPIOBANbHMX
NpPUCTPOIB

BukntovyeHHs MOXXIMBOCTI BisyanbHumn BigctaHb Bi4 MeX MpUMILLEHHSA - He
BUTOKY iH(popMaTMBHOIO MEHLUEe 2 M
(HeGeane4vHoro) curHany 4depes
€IeKTPOHHI FTOOUHHUKM

BukntoveHHs MOXXITMBOCTI BisyanbHumn MepeBipseTbes BIICYTHICTb
BUTOKY iH(popMaTMBHOIO €NeKTPOMarHiTHOro 3B S3Ky 3  iHWKMMU
(HeGeane4vHoro) curHany 4depes NiHIAMK, WO BUXOAATb 3 MPUMILLIEHHS
CUCTEMY  MOXEXHO-OXOPOHHOT MepeBipseTbes MOXIIMBICTb
curHanisauii BiAKIMFOMEHHS NiHIN 3B  A3KY

BuknioueHHs MOXINBOCTI BizyanbHui MNepesipsieTbeA MOXIUBICTb
BUTOKY iH(bopmMaTMBHOIoO BiZKIMIOYEHHS BiJ Kin XUBIEHHS

(HeGeane4vHoro) curHany 4depes
3acobu OprrexHiku
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