3AKOH YKPAIHU

IIpo 3axuct indopmanii B iHpopMaAiHO-TeJIEKOMYHIKAIITHAX
CHCTEMAX

(Bioomocmi Bepxosnoi Paou Yxpainu (BBP), 1994, Ne31, cm.286)
{Bsooumucs 6 oito I[locmarnosoio BP Ne81/94-BP 6io 05.07.94, BBP, 1994, Ne31, cm.287}
{I3 sminamu, enecenumu 32iono iz 3axornom Nel703-1V (1703-15) 6io 11.05.2004, BBP,
2004, Ne32, cm.394}

{B peoakyii 3axony Ne2594-1V (2594-15) ¢io 31.05.2005, BBP, 2005, No26, cm.347}
{13 3minamu, enecenumu 32i0H0 i3 3aKoHamu
MNeB79-VI (879-17) sio 15.01.2009, BBP, 2009, Ne24, cm.296
Me1180-VI (1180-17) sio 19.03.2009, BBP, 2009, Ne32-33, cm.485
Ne721-VII (721-18) 6io 16.01.2014, BBP, 2014, N 22, cm.801 — empamueé uunnicme Ha
niocmaei 3axony NeT132-VII (732-18) sio 28.01.2014, BBP, 2014, Ne22, cm.811
Ne767-VII (767-18) 6io 23.02.2014, BBP, 2014, Nel7, cm.593
Me1170-VII (1170-18) 6io 27.03.2014, BBP, 2014, Ne22, cm.816}

{V mexcmi 3axony: crosa "enacnux ingpopmayii” y 6cix 8iOMIHKAX | YUCIAX 3AMIHEHO
cnosamu "eonoodineysv inghopmayii” y 6ionoeionomy GiOMIHKY i Huchi;
cnosa "inghopmayis, sika € enacuicmio oepaicasu’” y 6cix IOMIHKAX 3AMIHEHO CIO8AMU
"Oeporcasni ingpopmayitini pecypcu” y 8i0nogioHOMY 8IOMIHKY

32i0no i3 3akonom Nell70-VII (1170-18) 6io 27.03.2014}
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https://zakon.rada.gov.ua/laws/show/1703-15
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Llew 3akoH perynioe BigHOCMHM Yy cdpepi 3axucTy iHpopmauil B
IHpopMaUiHNX, TereKoMyHikauinHux Ta iHgOopMaUiHO-TENEKOMYHIKaLinHUX
cuctemax (gani - cuctema).

CtatTa 1. BusHayeHHs TepMiHiB

Y uboMy 3aKOoHi HaBeAeHi HMKYE TEPMIHU BXUBAOTLCHA B TAKOMY 3HAYEHHI:

6riokyeaHHs  iHGopmauii e cucmemi -  [il, BHacNgoK  SIKKUX
YHEMOXIUBITOETBLCA JOCTYN A0 iHopMaLil B cUcCTeMi;

8UMOK IHGbopMauii - pesynbTaT 4in, BHACMIOOK AKMUX iHpopMauis B CUCTEMI
CcTae BiQOMOK 4YM AOCTYNHOKW isnyHuM Ta/abo topugnyHum ocobam, LWwo He
MaloTb Npasa gOCTYNy A0 Hel;

gosiodineup iHpopmauii - PiznyHa abo opuandHa ocoba, sKin HanexaTb
npasa Ha iHdopMaLito;

{AB3aL yeTtBepTuun cTtatTi 1 B pegakuii 3akoHy N 1170-VII (1170-18) Big 27.03.2014}

gf1acHUK cucmemu - disndHa abo opuandHa ocoba, ki HanNeXxmTb NpaBo
BJTACHOCTI Ha CUCTEMY;,

docmyn 0o iHopmauii e cucmemi - OTPUMAHHS KOPUCTyBa4yem
MOXITMBOCTI 06p0obnsaTH iHbopmMaLito B CUCTEMI;

3axucm iHgopmauii 8 cucmemi - AianbHICTb, cNpsiMOBaHa Ha 3anobiraHHsA
HeCaHKLioOHOBaHUM AiaM Wwoao iHpopmalii B cuctemi;

3HUWEHHS IHopmauii 8 cucmemi - [dii, BHACNigoOK SAKMX iHdopmauia B
cuUcTeMi 3HUKaE;

IHgbopmaujliHa (aemomamu3oeaHa) cucmema - OpraHi3auinHO-TEeXHIYHa
cuctema, B ki peanidyeTbCsl TexHonoriss 0bpodkn iHopmaLil 3 BUKOPUCTAHHAM
TEXHIYHUMX | NporpaMmHux 3acobis;

IHbopmauitiHO-merieKkoMyHikaujilHa cucmema - CYKYMHiCTb iHpopMaLiHNX
Ta TeneKOMYHiKauiHUX cuctem, ski y npoueci obpobkn iHpopmauil AiloTb K
€auHe uine;

KOMriieKCcHa cucmema 3axucmy iHgpbopmauji - B3BaeMONOB'si3aHa CYKYMHICTb
opraHisauimHnx Ta IHXEHEepHO-TEXHIYHUX 3axoaiB, 3acobiB i MeTodiB 3axuUcTy
iHpopmauit;

Kopucmysay iHghopmauii 8 cucmemi (Oani - kopucmyead) - isnyHa abo
lopuandHa ocoba, sika B YCTaHOBIEHOMY 3aKOHOOABCTBOM MOPSAKY OTpumana
npaBo JOCTyny A0 iHhopMmaLil B CUCTEMI;

KpurnmoezpacpiyHuti 3axucm iHpopmauii - BUL 3axXUCTy iHdopmauil, LWwo
peani3yeTbCa LUISAXOM MepeTBOpPeHHSA iHpopMaLil 3 BUKOPUCTAHHAM chneuianbHUX
(KNHOYOBMX) OaHUX 3 METOK MPUXOBYBAHHSA/BIOHOBEHHS 3MICTY iHdopMauil,
NiATBEPOXKEHHSA I CNpaBXHOCTI, LiNiCHOCTI, aBTOPCTBaA TOLLO;

HecaHKuioHosaHi Oii w000 iHbopMauii 8 cucmemi - Aii, Lo NpoBagsTbCs 3
NnopyLeHHAM NopsaKy AOCTyny A0 uiel iHdhopmauil, ycTaHOBNEHOro BiAnoBigHoO a0
3aKOHOaBCTBa;

0bpobka iHghopmauii 8 cucmemi - BUKOHaHHA OAHIET abo KifbKox onepauin,
3okpema: 36upaHHs, BBEOEHHS, 3annCyBaHHS, MNEPETBOPEHHS, 34YMTYBaHHS,
30epiraHHA, 3HULLEHHS, peecTpauii, NPUUMaHHSA, OTPUMAaHHSA, NepedaBaHHs, SKi
30INCHIOKTBHCSA B CUCTEMI 3@ AONOMOIOK TEXHIYHUX i NporpaMHux 3acobis.;


https://zakon.rada.gov.ua/laws/show/1170-18

rnopyweHHs uinicHocmi iHgpbopmauii 8 cucmemi - HeECaHKLiOHOBaHI Ail Wwoao
iHbopMallii B cMCTeMi, BHAcnigoK SIKUX 3MIHIOETBCS 1T BMICT;

rnopsidok Oocmyny 00 iHgopmauii e cucmemi - YMOBU OTPUMAHHSA
KOpUCTyBayeM MOXIMBOCTI 00pobnatn iHgopmauito B cuctemi Ta npasuna
0BpobKuM Uiel iHpopmau,T;

merieKOMyHikayiiHa cucmema - CYKYMHICTb TEeXHIYHUX i nporpamMHux
3acobiB, npu3HadyeHux Ona oOMiHy iHopmauieo WNSXoM nepeaaBaHHs,
BUMNPOMIHIOBAHHA abo NpurUMaHHS 11y BUrnsa4i curHanis, 3HakiB, 3BYKIB, PyXOMMX
abo HepyxoMuMX 300pakeHb YM B iHLWIKIN CrocCib;

mexHIYHUU 3axucm iHghopmauji - BUg, 3axucty iHopmauil, cnpsiMoBaHuim
Ha 3abeanevyeHHss 3a [OOMNOMOroK  iHXEHEPHO-TEXHIYHMX 3axopdiB  Ta/abo
NPOrpaMHUX i TEXHIYHUX 3acobiB YHEMOXIMBIEHHS BWUTOKY, 3HULLEHHA Ta
GriokyBaHHA iH(popmaLii, NOPYLIEHHS UiMiCHOCTI Ta pexumy [JocTyny Ao
iHbopmaLii.

CtaTtta 2. O6'eKkTN 3aXMCTy B CUCTEMI
O6'ekTamu 3axUCTy B cUCTEMI € iHbopMaLuida, Wwo obpobnseTbca B Hin, Ta
nporpamHe 3abesneyeHHd, sike nNpmusHadeHo ans obpodku uiel iHdopmaLlii.

Cratra 3. Cy6'ekT BiAHOCKH

Cy6'ekTamm BigHOCKH, NOB'A3aHMX i3 3aXMCTOM iHGhopMaLlil B cuctemax, €:

BonoAinsui iHdbopmauir,

BNACHUKN CUCTEMM;

KOpUCTYyBaui;

cneuianbHO YNOBHOBaXEHUN LEHTpanbHUA opraH BMKOHaBYOl Bfiagu 3
NMTaHb opraHisauii crneyianbHOro 3B'A3Ky Ta 3axXMUCTY iHopmMau,il i nignopagkoBaHi
NOMY perioHarbHi opraHu;

{A63ay n'amud yacmuHu nepwoi cmammi 3 8 pedakuii 3akoHy Ne879-VI (879-17) sid
15.01.2009}

{A63ay wocmuli YacmuHu nepwoi cmammi 3 BUKMIYEHO Ha rnidcmasi 3aKoHy
Ne767-VII (767-18) 8id 23.02.2014}

{HacmuHy Opyeay cmammi 3 sukno4eHo Ha ridcmasi 3akoHy Ne1170-VII (1170-18) sid
27.03.2014}

Ha nigctasi yknageHoro goroBopy abo 3a JOpYyYEHHSIM BflAaCHUK CUCTEMM
MOXX€ HagaTu NpaBO PO3NopsSaAXKaTUCA CUCTEMOI iHLWIN di3nYHIN abo pUanNYHIn
0Cob6i - pO3NOPSAHUKY CUCTEMWN.

CraTtTta 4. [octyn o iHpopmadil B cuctemi

[Mopagok pgoctyny A0 iHopmauii, nepenik KopuctyBadiB Ta  IX
NOBHOBaXXEHHS1 CTOCOBHO  Uiel iH(opmauil BU3HA4YalOTbCA  BOMOAINbLEM
iHbopMmallil.

Mopsgok gocTyny [0  Aep)XaBHUX  iHpopmauinHux  pecypciB  abo
iHdpopmauii 3 obmexeHMm AOCTynom, BUMOra LWOAO 3aXMUCTYy SIKOI BCTaHOBMEHa
3aKOHOM, Mepenik KOpUcTyBadiB Ta IX MOBHOBaXXEeHHHA CTOCOBHO Uiel iHopmauil
BM3HA4YalOTbCHA 3aKOHO4aBCTBOM.


https://zakon.rada.gov.ua/laws/show/879-17
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Y Bunagkax, nepenbadeHnx 3akoHOM, OOCTyn OO0 iHdopmauii B cuctemi
MOXe 3AiNcHioBaTuUca 6e3 Oo3BOny Il BoOMoAinbua B nopsaky, BCTAHOBIEHOMY

3aKOHOM.
{HacmuHa mpems cmammi 4 i3 3MiHamu, 6HeceHUMu 32i0HO i3 3akOHOM
Nel1170-VII (1170-18) gid 27.03.2014}

Cratra 5. BigHocuHM MK Bonoginbuem iHdopMauii Ta BRACHUKOM
cuctemm

BnacHuk cuctemu 3abesnedye 3axucT iHpopmaLlii B cuctemi B Nopsaky Ta
Ha yMOBax, BU3HAYeHWX Yy OOroBoOpi, SKNUM YKragaeTbCA HUMM i3 BOJIOAINTbLEM
iHbopMallii, SKLWO iHWe He nepeabayvyeHo 3aKOHOM.

BnacHuk cuctemn Ha BMMOry Bonoginbus iHopmauili Hagae BiZOMOCTI
LLIOAO 3aXMCTY iHbopMauil B CUCTEMI.

CratTa 6. BigHOCMHWN Mi>XK BNACHUKOM CUCTEMU Ta KOPUCTYBaYeEM

BnacHuk cuctemun Hagae KopucTyBayeBi BiJOMOCTI MPO npasuna i pexum
pobotn cuctemm Ta 3abesnedyye MoOMy [OCTyn A0 iHdopmauii B CUCTEMI
BiANOBIAHO 00 BU3HAYEHOro NopsaKy 4OCTyny.

CraTtTma 7. BigHOCKMHM MiX BnacHMkamm cuctem

BnacHuk cuctemmn, sika BUKOPUCTOBYETbCA Ond 06pobku iHopmauil 3
iHWOI cuctemun, 3abesneyvye 3axmMCT Takoi iHpopmauil B NopsgKy Ta Ha ymMoBax,
LLIO BU3HA4YalOTbCA JOrOBOPOM, SKUM YKIa4aeTbCs MK BIlaCHUKAMU CUCTEM, SKLLO
iHWe He BCTaHOBMNEHO 3aKOHO4AaBCTBOM.

BnacHuk cuctemmn, sika BUKOPUCTOBYETbCA Ond o6pobku iHopmauil 3
IHLIOI cMCTeMU, NOBIOOMIISAE BflaCHMKA 3a3Ha4yeHOl CUCTEMU MPOo BUSBNEHI haKTn
HeCaHKLUioHOBaHUX Oin woao0 iHdopMmalil B cCUCTEMI.

CraTTta 8. YM0OBM 00p0o0OKM iHhbopmaLil B cuctemi

YmoBn 06pobkn iHopmauii B CUCTEMI BM3HAYaKOTbCA BACHUKOM
cucteMmmn BIQMNOBIAHO 00 OOroBOpy 3 BOSOAINbUEM iHpopmauil, SKWO iHwWe He
nepeabavyeHo 3aKOHO4aBCTBOM.

HepxaBHi iHpopmauinHi pecypcu abo iHdopmauis 3 oBMexeHUMm
AOCTYyNoM, BWUMOra LWoOAO 3axucTty $KOl BCTaHOBSleHa 3aKOHOM, MOBWHHI
o0bpobnaTnca B CUCTEMI i3 3aCTOCYBaHHAM KOMIMMEKCHOI CUCTEMMU 3axUCTy
iHpopmauil 3 nigTBepaKeHow BignosigHicTio. [liaTBEpOKEHHA BiQNOBIAHOCTI
3OIMCHIOETLCA  3a  pesynbTaTamMy  [OepXaBHOlI  eKCrnepTusn B MOPSAOKY,

BCTaHOBJ1IEHOMY 3aKOHOO4aBCTBOM.

{HacmuHa Opyea cmammi 8 i3 3MiHamMu, 6HeceHuUMu 32i0HO i3 3akoHOM
Ne1170-VII (1170-18) gid 27.03.2014}

[na  CTBOPEHHA  KOMMJIEKCHOI  CUCTEMM  3axXUCTy  Oep)KaBHUX
iHdbopmauinHnx pecypciB abo iHgopmauii 3 obMexxeHnmMm JOCTynom, BMMora wono
3axXUCTy $KOI BCTAHOBIIEHA 3aKOHOM, BWKOPMUCTOBYKOTbCA 3acobum 3axucTy
iHdbopMauii, siKi MaloTb cepTudikaT BiANOBIHOCTI abo MO3UTUBHUIN E€KCNEPTHUN
BMCHOBOK 3a pe3ynbTaTaMn Oep)XaBHOI ekcnepTu3n y cdepi TexHIYHoro ta/abo
KpuntorpadgiyHoro 3axucty iHdopmauil. [liaTBepaXeHHs BignoBIiAHOCTI Ta
NPOBEOEHHA OepXXaBHOI €KCnepTM3n uUux 3acobiB 34iMCHIOTLCSA B MNOPSAKY,
BCTAHOBIEHOMY 3aKOHO4AaBCTBOM.


https://zakon.rada.gov.ua/laws/show/1170-18
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CrtatTta 9. 3abe3neyeHHs 3axncTy iHpopmauii B CUCTEMI

BignosiganeHicTe 3a 3abesneyeHHA 3axucTy iHopmauil B CUCTEMI
NOKNaZaeTbCA Ha BriacHWKa CUCTEMM.

BriacHuk cuctemun, B ki 06pobnaoTbcs AepxaBHi iHpopMaLinHi pecypcu
abo iHhopmaLisi 3 0bMeXeHMM OOCTYNoOM, BUMOra LWoAo 3axXUCTy SKOI BCTaHOBIIEHA
3aKOHOM, YTBOPKE Cryxby 3axucty iHdopmauii abo npusHadae ocCid, Ha SKUX

NOKNaaaeTbCcs 3abe3neyeHHsa 3axXncTy iHpopMaLlil Ta KOHTPOSTO 32 HUM.

{HacmuHa Opyea cmammi 9 I3 3MiHamMu, 86HeceHUMU 32i0HO i3 3akOHOM
Nel1170-VII (1170-18) gid 27.03.2014}

[Mpo cnpobn Ta/abo akTn HeCaHKUiOHOBAHUX i Yy CUCTEMi LWogo
AepxaBHUX iHopMauinHKX pecypciB abo iHgopmauil 3 obMexeHuM OOoCTyrnom,
BUMOra LOA0 3aXMCTy SKOI BCTAHOBMIEHA 3aKOHOM, BfTACHMK CUCTEMW MOBILOMNSAE
BiANOBIQHO cnevianibHO YNOBHOBAXEHUIN LieHTpanbHU opraH BUKOHABYO1 Bnaaun 3
MUTaHb Opradi3auil cneuianbHOro 3B'A3Ky Ta 3axucty iHdopmauii abo

NignopsaKoBaHUM MOMY perioHanbHUN OpraH.
{HactmHa TpeTa cTatti 9 i3 3MiHaMXM, BHECEHMMW 3rigHO i3 3aKoHOM
Ne879-VI (879-17) Big 15.01.2009}

Ctatta 10. [loBHOBaXeHHs1 [OepXaBHWX oOpraHiB Yy cdepi 3axucTy
iHpbopMmallii B cuctemax

Bumorn  (373-2006-n) p[o  3abesneyeHHa  3axucTy  OepaBHUX
iHbopmaLinHnx pecypcis abo iHgopmadii 3 obMexeHnM OCTynoMm, BMMora Lon0
3axucTy $KOI BCTaHOBNEHa 3akoOHOM, BCTaHoBMTbCA KabiHeTom MiHicTpiB
YKpaiHu.

{HacmuHy Opyey cmammi 10 suknodyeHo Ha nidcmasi 3akoHy Ne879-VI (879-17) eid
15.01.2009}

CneuianbHO YNOBHOBaXEHUN LEHTpanbHUN OpraH BWUKOHaBYOl Bragu 3
NMTaHb OopraHisauil cnewianbHOro 3B'A3Ky Ta 3axXUcCTy iHpopmallit:

{A63ay nepwul YacmuHu mpempoi cmammi 10 e pedakuii 3akoHy Ne879-VI (879-17)
gi0 15.01.2009}

po3pobnse nponosuvuii WoAo AepXaBHOI MOniTUKM Yy cdoepi 3axucty
iHbopmaLii Ta 3abe3nevye 1i peanisauito B MeXax CBOEI KOMNETEHL,T;

BU3HA4Ya€e BMMOIM Ta MOPSLOK CTBOPEHHHA KOMIMMEKCHOI CUCTEMW 3aXUCTY
aepxaBHUX iHopMaUuinHUX pecypciB abo iHdopmauil 3 obMexeHMM OOoCTyrnom,
BMMOra LLOAO 3aXUCTY SIKOI BCTAHOBIIEHA 3aKOHOM;

OpraHi3oBye MpoBeAEeHHA [LOepPXXaBHOI €KCrnepTu3n KOMMIIEKCHUX CUCTEM
3axucTty iHdopmauii, ekcnepTuam Ta NigTBEPIKEHHs BignosigHoOCTi 3acobis
TEXHIYHOro i KpunTorpadgiyHOro 3axmcTy iHdopmauil;

30INCHI0E  KOHTPOSNib  3a  3abe3nedeHHAM  3axXucTy  Aep)KaBHUX
iHdbopmauinHnx pecypciB abo iHdopmauii 3 obMexxeHnM 4oCTynom, BUMmora Lono
3axUCTY SIKOI BCTAHOBJ1EHA 3aKOHOM;

30IMCHI0E 3ax04un LWOAO BUABIIEHHS 3arpo3n AepXaBHUM iHopMaLuinH1M
pecypcam Bif HeCaHKUiOHOBaHUX i B iHPOpPMaUINHMUX, TeNeKOMYHIiKauinHux Ta
iHpbopMaLUiHO-TENEKOMYHIKALIMHUX CUCTEMax Ta Ada€e pekoMeHaauil 3 nuTaHb
3anobiraHH4A Takin 3arpoai.

{HactuHy TpeTio cTtaTtTi 10 gonoBHeHO ab3auom 3rigHo i3 3akoHom Ne1180-VI (1180-17)
Bia 19.03.2009}
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[epxaBHi opraHM B Mexax CBOIX [MOBHOBaXeHb 3a MNOrOKEHHAM
BiANOBIAHO i3 creuianbHO YNOBHOBaXEHMM LEHTPanbHUM OpraHoM BWKOHABYOI
BNaan 3 NuUTaHb Opradis3auil cneuianbHOro 3B'A3Ky Ta 3axucTty iHdopmauii abo
nignopsgkoBaHUM MOMY perioHasibHUM OpraHoM BCTaHOBSIOKOTbL  OCOBNMBOCTI
3axXucTy AepxaBHUX iHoOpMaUiMHUX pecypciB abo iHdopmauil 3 obmexeHUm
AOCTYNOM, BMMOra LLOA0 3aXMCTY AKOT BCTaHOBNEHA 3aKOHOM.

{HacmuHa 4yemeepma cmammi 10 i3 3MiHamMu, 6HeceHUMU 32i0HO i3 3aKOHOM
Ne879-VI (879-17) eid 15.01.2009}

OcobnuneBocTi 3axucty iHopmauil B cuctemax, 4ki 3abe3nedvyoTb
BGaHKIBCbKY AisiNbHICTb, BCTAHOBIOTLCA HauioHanbHMM B6aHKoOM YKpaiHu.

Cratra 11. BignoBsiganbHiCTb 3a NOPYLUEHHA 3aKOHO4ABCTBA MPO  3aXUCT
iHbopmaLii B cuctemax

Ocobun, BWHHI B MOPYLUEHHI 3akOHOLaBCTBa MPO 3axXuUCT iHdopmauil B
cuctemax, HeCcyTb BiANOBiganbHICTb 3rigHO i3 3aKOHOM.

CratTra 12. MixxHapoaHi gorosopu

AKWwo MikHapogHUM OOroBOpOM, 3roga Ha ODOB'SI3KOBICTb SIKOrO HagaHa
BepxoBHoto Pagoto YkpaiHu, BU3HAYEeHO iHWI NpaBuna, HiX Ti, WO nepeadadveHi
UMM 3aKOHOM, 3aCTOCOBYHTHCS HOPMU MIPKHAPOAHOro 4OroBopy.

CratTta 13. [NpuUKiHUEBI NONOXEHHSA

1. Llen 3akoH Habupae YmHHOCTI 3 1 civHs 2006 poky.

2. HopmaTtmnBHo-npaBoBi akTn 00 NpuBedeHHA iX Yy BigMOBIAHICTb i3 UMM
3aKOHOM [it0Tb Y YaCTUHI, WO HEe CynepeynTb LibOMY 3aKOoHY.

3. KabiHeTy MiHicTpiB YKkpaiHu Ta HauioHanbHOMYy 6aHKy YKpaiHM B Mexax
CBOIX MOBHOBaXeHb MNPOTArOM LWIECTU MicauiB 3 AHSA HabpaHHS YUHHOCTI LuM
3aKkoHOM:

NpUBECTN CBOI HOPMAaTMBHO-MPABOBI akTW Yy BiANOBIAHICTb i3 UMM 3aKOHOM;

3abe3neunTn npmMBEOEHHS MiHICTEpCTBAMM Ta IHWMMU LEHTpanbHUMMU
opraHamMmu BMKOHaBYOI Bnaaun X HOPMaTUBHO-NPABOBUX aKTIB Yy BIAMOBIOHICTb i3
UMM 3aKOHOM.

[Mpe3naeHT YKpaiin 1. KYHMA

M. Kuis,
5 nunHa 1994 poky
Ne 80/94-BP
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